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1. Gidi thiéu va truy cap thiét bj [an dau (Initial Device Access)

Khi bat dau trién khai thiét bj FortiGate mdi, ching ta c6 hai phwong thirc truy cap chinh: giao dién d6
hoa (GUI) va cap console (CLI). Viéc lya chon phwong thire phl hop s& gitp qud trinh cdu hinh ban dau
thuan tién va dam bao tinh bao mat.

1.1 Truy cip qua giao dién dd hoa (GUI)

e Mac dinh, cong internal (c6 thé ghi la “internal” hodc “port1”) cla FortiGate st dung dia chi IP

192.168.1.99.



e K&t ndi laptop vdi céng nay bang cép Ethernet.

e Thiét Iap dia chi IP tinh cho laptop cling dai mang véi FortiGate, vi du:
o 1P:192.168.1.97
o Subnet mask: 255.255.255.0

e Dang nhap vai:
o Username: admin

o Password: dé tréng

1.2 Truy cap qua cap Console (CLI)

e K&t ndi cap console tir cdng console trén FortiGate dé&n céng serial hodc USB cla laptop.
e M& phan mém terminal nhu PuTTY hodc SecureCRT, thiét |4p théng sé:

o Baud Rate: 9600

o DataBits: 8

o Parity: None

o Stop Bits: 1
e Dang nhap vai:

o Username: admin

o Password: dé tréng

1.3 Gan dia chi IP tinh cho cong FortiGate (CLI)
Sau khi d&ng nhap CLI thanh cdng, ching ta thyc hién gan hodc thay d6i dia chi IP tinh cho mét céng (vi

du: portl) vdi cac lénh sau:

config system interface

edit portl

set mode static

setip 192.168.1.97/24

set allowaccess ping https ssh http

next

end

Giai thich tham sé:
e set mode static: cAu hinh ché& d6 IP tinh cho interface
e setip: gan dia chi IP va subnet mask
e set allowaccess: cho phép cdc phuong thirc truy cdp quan tri (ping, https, ssh, http...)

Sau khi cau hinh, kiém tra lai bang |énh:



show system interface portl

Né&u can truy cap qua trinh duyét, nhap dia chi IP md&i vao thanh dia chi dé ding nhap GUI.
1.4 Tim hiéu bang diéu khién chinh (Main Dashboard)

Sau khi d&ng nhap, ching ta tiép can bang diéu khién trung tdm vdi cdc widget quan trong:

e System Information: Hién thi model thiét bj, phién ban FortiOS, thoi gian hoat dong va trang

thai license.

= FortiGate-VM64-KVM

@ Dashboard + Add Widget

admin ~

Status

Security
Network
Users & Devices
Signalling

+
FortiView Sources

FortiView
Destinations

FortiView
Applications

FortiView Web Sites

FortiView Policies

FortiView Sessions
+

Network

Policy & Objects

Security Profiles

VPN

FERTINET

-
System Information LicNses® H
Hostname FortiGate-VM64-KVM © FortiCare Support
Serial Number FGVMEVRI_6LT8CE5 © Firmware & General Updates
Firmware v7.0.0 build0066 (GA) ® 1P
Hose NAT © AntiVirus
SystemTime  2025/11/06 05:21:0¢ o
S © Web Filtering
Uptime 00:00:02:3 .
o FortiToken 0/0+#
WAN [P Unknown
© Unable to connect to FortiGuard servers.
Virtual Machine Al  FortiGate Cloud i~
A FGVMEV License Status @ Not Supported
Allocated vCPUs 1/1
Allocated RAM 2GiB/2GiB
Auto Scaling @ Disabled —



e Security Fabric: Hién thij trang théi két ndi vdi céc thiét bi Fortinet khac.

ortiGate-VM64-KVM > @- A2+ g admin~

@ Dashboard + Add Widget
Status - . f . .
Security Fabric i~ | Admi v -
— £ @ console @ HTTP @ Fortiexpl
- = onsole ortiExplorer
Network = = X ) 7
admin super_admin
Users & Devices e -
R
Signalling
+ [ FortiGate-VM64-KVM
FortiView Sources
FortiView
Destinations
'Y
FortiView
Applications A Security Fabric Connection is disabled.
FortiView Web Sites .
CPU Iminute~ i~
FortiView Policies
100%
FortiView Sessions
+ 75%
¢ Network
50%
B Policy & Objects
& Security Profiles 25%
2 VPN 0%
052236 052242 052248 052253 052258 052304 052310 052315 052320 052326 052332
192.168.1.97/ng/system/dashboard/3 v7.0.0 -

e FortiView: Cung cap biéu d6 thai gian thyc vé cac phién, ngudn, dich va &rng dung qua tudng
Ilra, hd tro giam sat va xtr Iy su 6.

= FortiGate-VM64-KVM

@ Dashioard + Add Widget

Status

> ©- L2~ :adminv

Security FortiView Sessions @ nowr © i~
Network Source Destination Device
Users & Devices
Signalling

+
FortiView Sources No results

FortiView
Destinations

FortiView
Applications

FortiView Web Sites

FortiView Policies
FortiView Sessions
+
& Network
B Policy & Objects

& Security Profiles
O VPN

FERTINET




e Administrators: Hién thj danh sach ngudi dung dang nhap hé théng.

[ FortiGate-VM64-KVM

mn
(g
o
D
o

admin ~

@ Dashboard + Add Widget

Status e
Security Security Fabric \' Administrators -

Network E':p @ E 5 ((.)) E OConsole OHTTP QFortiExplorer

Users & Devices admin super_admin

R

(= FortiGate-VM64-KVM

Signalling
+

FortiView Sources

FortiView
Destinations

FortiView
Applicati
SR A Security Fabric Connection is disabled.
FortiView Web Sites
FortiView Policies CPU Iminute~ &~
FortiView Sessions 100%
+
75%
Network
Policy & Objects 50%
Security Profiles
25%
VPN
0%
F:RTINET 05:25:32 05:25:38 05:25:43 05:25:48 05:25:54 05:26:00 05:26:05 05:26:10 05:26:16 05:26:22 -

1.5 Cau hinh co ban ban dau
e Thiét |ap hostname, DNS, timezone cho thiét bi.

[ FortiGate-VM64-KVM = > @+ D2~ : admin ~
e System Settings
Network y g =
Policy & Objects Hostname  LeKhoal /‘\nc;;hrtrwﬂoant‘agh
Security Profiles

. @ API Preview
VPN System Time
N L
User & Authentication Current system time 2025/11/06 05:49.49 — EditinCLI
System Time zone ‘ (GMT+7:00) Bangkok, Hanoi, Jakarta v & Virtual Domair
Administrators Set Time PTP  Manual settings Setup guides
Admin Profiles Select server [Lla(EIEIGE Cusiom @ & Howto
. Configure Virtual

Firmware Syncinterval 60 Domains ('

: Minutes (undefined - undefined) -4
TS D tatio
m Setup device as local NTP server @© @ Documentat

Listen on Interfaces Jeo fortilink % %Onllne Help
SNMP + W Video
Replacement Tutorials '
== Administration Settings @ Security Rating
FortiGuard I -
HTTP port 80
Feature Visibility SOy Dismissed
HTTPS port
Certificates por 443 ]
Security Fabric Port conflicts with the SSL-VPN port setting
L | og & Report -

F:=RATINET Apply




[ FortiGate-VM64-KVM

@ Dashboard
<4 Network
Interfaces
DNS
Packet Capture
SD-WAN
Static Routes
Policy Routes
RIP
OSPF
BGP
Routing Objects
Multicast
Policy & Objects
Security Profiles
VPN
User & Authentication
System
X Security Fabric
F:ERTINET

e Gandia chi IP cho cadc cdng LAN/WAN.

(& FortiGate-VMb4-KVM

Dashboard

& Network
Interfaces
DNS
Packet Capture
SD-WAN
Static Routes
Policy Routes
RIP
OSPF
BGP
Routing Objects
Multicast

) Policy & Objects

Security Profiles
VPN
User & Authentication

& System
Security Fabric

FZERTINET

= - @~ 42~ 1adminv
DNS Settings
: . DNS Servers
DNS servers Use FortiGuard Servers Jjele13% PEYYY 14500 ms
Primary DNS server 208.91.112.53 1.1.1.1 PR
Secondary DNSserver  208.91.112.52
. Additional Information
Local domain name
[+ @ API Preview
>_ EditinCLI
DNS Protocols
DNS (UDP/SS) 0 [ o) =] Setup gu\'des
TLS(TCP/853) @ (@ J & DNS Local Domain List (£ ¢
& Using FortiGate asa DNS Server (£
HTTPS(TCP/443) @ (@ & FortiGuard DDNS (2
(® Documentation
& OnlineHelp &
B Video Tutorials '
Apply
> - L2~ 1 admin -
if FortiGate VM64-KVM 1 3
(4] [P
Il mm
2 4
+ CreateNew~ | & Edit WDelete Integrate Interface Search Q
¥ Group By Type ~
Name % Type Members = IP/Netmask = Administrative Access ¥ DHi
Je fortilink e 802.3ad Aggregate Dedicated to FortiSwitch PING
Security Fabric Connection ~“
[E ® Physical Interface €@
® portl [ Physical Interface 192.168.1.97/255.255.255.0 PING
HTTPS
SSH
SNMP|
D
® port2 [# Physical Interface 0.0.0.0/0.0.0.0
™ port3 M Physical Interface 0.0.0.0/0.0.0.0
" portd [® Physical Interface 0.0.0.0/0.0.0.0 -

O Security Rating Issues

»
100% @ Updated: 06:00:03 <~



= > @~ L2~ 1adminv

§2_Dochbhoord Edit Interface
-
«j» Network :
Name [ port2 FortiGat
Interfaces —
Alias LAN |
one Type T Physical Interface Status
Packet Capture VRFD ® 0 © Up
SD-WAN Role ®  LAN - | A
Static Routes 50‘00‘30(
Policy Routes Address
Additior
RIP Addressing mode m DHCP | Auto-managed by FortilPAM
@ .
OSPF IP/Netmask 192.168.10.254/24 )
BGP Create address object matching subnet @ % Re
Routing Objects Name & port2 address >- Ed
Multicast Destination 192.168.10.254/24 ® Doc
Policy & Objects Secondary |P address (@ ] & or
Security Profiles & Vic
Administrative Access
VPN
User & Authentication Pva HTTPS PING (J FMG-Access
= SSH [ SNMP OFT™M
ystem . .
) M RADIUS Accounting [ Security Fabric v
< Security Fabric 13

5 FortiGate-VM64-KVM — > @~ N2~ z admin ~
Dashboard
z:2 FortiGate VM64-KVM 1 3
¢ Network ™
Interfaces W I I I @ @
DNS
Packet Capture & Edit [ Delete Integrate Interface Search Q
SD-WAN
[# Group By Type ~
Static Routes
. Name ¢ Type & Members % IP/Netmask = Administrative Access +
Policy Routes
Je fortilink de 80Z.3ad Aggregate Dedicated to FortiSwitch PING -
RIP Security Fabric Connection
OSPF [E] M Physical Interface @ ‘6
el i LAN (port2) [ Physical Interface 192.168.10.254/255.255.2550  PING
Routing Objects HTTPS
Multicast S
Policy & Objects [® portl M Physical Interface 192.168.1.97/255.255.255.0 PING
. HTTPS
Security Profiles ssH
VPN TPl
User & Authentication M Physical Interface 0.0.0.0/0.0.0.0
System [ portd - ysical Interface 0.0.0.0/0.0.0.0 -
X Security Fabric 4 >
F::RTINET 0 Security Rating Issues 100% @ Updated: 15:22:15 & ~




[ FortiGate-VM64-KVM = > - L2~ : admin ~

@ Dashboard Edit Interface
4 Network N
- #_port3 FortiGat
Interfaces
Alias WAN
DNS T M PRysical Intertace
ype Status
Packet Capture VRFID @ 0 © Up
SRS [ Role ® WAN -
Static Routt - MAC ad
atic Routes Estimated bandwidth @ 0 kbps Upstream 50:00:0¢
Policy Routes 0 kbps Downstream
RIP Speed Te
OSPF Address Exe
BGP Addressing mode m DHCP | Auto-managed by FortilPAM
Additior
Routing Objects IP/Netmask | 21.2.4.1/3¢
Multicast Secondary IP address (B @ AP
Policy & Objects % Re
Security Profiles Administrative Access >_ Ed
1Pv4 [ HTTPS PING [ FMG-Access
VPN ® Doc
- (J ssH (O SNMP OF™ o
User & Authentication Security Fabric & or
System (J RADIUS Accounting O Connection @ ¢ Vi
o . PR i ocaac . T v
X Security Fabric ] »
e Kiém tra két ndi Internet.
g FortiGate-VM64-KVM = > - 42~ 1 admin ~
@ Dashboard New Static Route
< Network . :
- Destination @ Internet Service St
e 0.0.00/0.0.0.0 @ APIPreview
DNS
Gateway Address 21.24.2 @D tati
ocumentation
Packet Capture Interface ‘ " WAN (port3) " .
SD-WAN & OnlineHelp &'
Administrative Distance @ 10 ® Video Tutorials (&'
Staf‘.ic BEiz Comments Write acomment... . 0/255
Policy Routes Status [FNSEEEN © Disabled
RIP
OSPE E3 Advanced Options ¢

BGP

Routing Objects

Multicast

Policy & Objects

Security Profiles

VPN Cancel
User & Authentication

System

NX Security Fabric

192.168.1.97/ng/routing/ospf |
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= FortiGate-VM64-KVM

> @~ QQ' :adminv

@ Dashboard New Policy
«» Network Additional Information
Policy & Objects
1% Policy i Name © PORT2_LAN_TO_PORT3_WAN @ AP Preview
Firewall Policy Incoming Interface [ LAN (port2) -
IPv4 DoS Policy Qutgoing Interface [ WAN (port3) - (? Documentation
Source Bal x & Online Help '
Addresses + @ Video Tutorials ('
Internet Service o @ Consolidated Policy
Database Destination B all x Configuration '
+
Services
Schedule [e always A
Schedules ) +
Service ol ALL x &
Virtual IPs +
IP Pools Action gy (eeaul @ DENY
Protocol Options
Traffic Shaping Inspection Mode WEGNEEETLE Proxy-based
& Security Profiles
Firewall / Network Options
0 VPN
NAT [ o)
o User & Authentication
IP Pool Configuration Use Qutgoing Interface Address
& System Use Dynamic IP Pool

e
N
bR

< Security Fabric Preserve Source Pg

n

Il meetgoogle.com dang chia sé mét cifa s&. Dirng chia sé An

F::RTINET

Sau khi hoan thanh cac budc trén, thiét bj FortiGate da san sang, bdo mat, cap nhat va chuan bj cho cac

cau hinh nang cao.

2. Cau hinh Mang co ban (Network Basics)
Trong phan nay, ching ta thiét 1ap dinh tuyén (routing) dé FortiGate chuyén tiép lwvu lvgng dén Internet
hodc cdc mang ndi bd khdac. Cé hai loai tuyén (route) can lwu y:

2.1 Default Route (Tuyén mic dinh — 0.0.0.0/0)

e Tuyén mac dinh gilp FortiGate giti moi lvu lwgng khdng xac dinh dich ra Internet.
e Théng thudng, tuyén nay trd vé gateway cta ISP (modem hodc router do nha mang cung cap).
e CAu hinh vi du:
o Destination: 0.0.0.0/0
o Gateway: 21.2.4.2 (dja chi gateway ISP)
o Interface: port3 (céng két néi Internet)
Luwu y: NEu khdng cau hinh Default Route, cdc thiét bj trong mang LAN s& khdng thé truy cap Internet.
Default Route |a tuyén dinh tuyén chuyén tiép toan bd lwu lwvgng khdng xac dinh dich ra Internet qua

gateway.

11



= FortiGate-VM64-KVM

@ Dashboard
< Network

Interfaces

New Static Route

Internet Service

Destination €&

‘ admin ~

Additional Information

@ API Preview

0.0.0.0/0.0.0.0

DNS

Gateway Address 21.24.2 ® Documentation
Packet Capture |nterface ‘ ¥ WAN (port3) v ‘ &8 f A
SDAWAN Administrative Distance @ 10 ™ \C/)i';lg;e'r':tecl’?ia% =
Static Routes Comments Write acomment... ~0/255
Policy Routes Status © Disabled
RIP
OSPE | E Advanced Options 4

BGP

Routing Objects
Multicast

Policy & Objects
Security Profiles

User & Authentication

G b [0 B (»

System

Ao
~
EA

X Security Fabric

192.168.1.97/ng/routing/ospf |

3. Chinh sach twong I&ra va Quan ly doi twong (Firewall Policy & Object
Management)

3.1 C4u hinh chinh sach twong Ilra dau tién (Configuring Your First Firewall Policy)

Trong phan nay, ching ta dp dung kién thirc vé FortiGate dé ciu hinh tinh huéng thuc té: cho phép toan
b6 ngudi dung mang ndi bo (LAN) truy cap Internet (WAN) qua Firewall Policy. Cac buéc dudi day sé
huwdng dan chi tiét quy trinh cau hinh, ddng thoi giai thich thuat ngit ti€ng Anh chuan Fortinet kém dién
gidi tiéng Viét ngan gon.

Tinh huong thuec te
Yéu cau: Cho phép tat ca ngudi dung thudc mang LAN truy cap Internet théng qua FortiGate Firewall

Policy.

Cac budc thuc hién
Budc 1: Tao Address Object cho mang LAN
Truy cap Policy & Objects > Addresses dé khai bdo dia chi mang ndi bd théng qua Address Object. Néu

chua tén tai d6i tugng, thao tdc nhu sau:
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[ FortiGate-VMé4-KVM

@ Dashboard +CreateNew v | | #' Edit TmClone T Delete Search

« Network Address

1Y Policy & Objects Address Group
|=] 1P Range/Subnet @

Te Details = Interface = Type =

Firewall Policy

IPv4 DoS Policy

2 FABRIC_DEVICE 0.0.0.0/0 Address

A B FIREWALL AUTH_PORTAL A..  0.0.0.0/0 Address
. SSLVPN_TUNNEL_ADDR1 10.212.134.200-10.212.134.210 (@ SSLVPN tunnel interface (ssl.r.. Address
Database = all 0.0.0.0/0 Address

TEniEEE & none 0000/32 Address

[ FoDN © N
Address

Schedules
Virtual IPs
IP Pools

I gmail.com

gmail.com

B . & login.microsoft.com login.microsoft.com Address
rotocol Options
S ——— & login.microsoftonline.com login.microsoftonline.com Address
raffic Shaping
& Security Profiles & login.windows.net login.windows.net Address
O VPN & wildcard.dropbox.com *dropbox.com Address
® & wildcard.google.com *google.com Address

a User & Authentication
© System = Interface Subnet €@

192.168.10.0/24 M LAN (port2)

NX Security Fabric . & port2 address Addres's -

F:=RTINET ’ 0 Security Rating Issues 0% €@ | Updated: 18:08:38 &

[ FortiGate-VM64-KVM

> - L2~ ‘adminv

p Dashboard New Address
Network :
. 5 Name LAN20_Network FortiGate
Policy & Objects . (= FortiGate-VMé64-KVM
Color B Change
Firewall Policy . .
Type Subnet v Additional Information
IPv4 DoS Poli
SRR ey IP/Netmask 192.168.20.0/24 @ APl Preview

Addresses Interface [® port4 v

Internet Service Static route configuration (B # Dynamic Address

Database i

. Comments Write acomment... 4 0/255 S

Services ’ a5 Configuring an AWS Dynamic Address (&'

Schedules /A Configuring an Azure Dynamic Address
Configuring a Google Cloud Platform +¢*

Virtual IPs Dynamic Address &'
== Configuring an Oracle Cloud Infrastructure

IP Pools Dynamic Address (2

: 3 Configuring an OpenStack Dynamic
Protocol Options Address
Traffic Shaping
i ocumentation
@ D tati

Security Profiles
& OnlineHelp &'

VPN & Video Tutorials (£

User & Authentication

System

NN Security Fabric
F==RTINET

Budc 2: Tao Firewall Policy
Truy cap Policy & Objects > Firewall Policy va nhan Create New dé tao chinh sich tudng Itra. Cau hinh

chi tiét nhu sau:

13



[ FortiGate-VMé4-KVM

@ Dashboard
& Nobuorl

2

Policy & Objects
Firewall Policy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

System

X Security Fabric

[ FortiGate-VM64-KVM

L
&

FERTINET

Dashboard
Network

Policy & Objects
Firewall Policy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

System

< Security Fabric

FERTINET

# Edit W Delete

+ Create New Q Policy Lookup | | Search

(NGl =IAYETE By Sequence

Source

Name Destination Schedule

LAN10 (port2) @ WAN (port3) €
Implicit €

4

0 Security Rating Issues

Service Action

New Policy
Name @ PORT4_LAN_TO_PORT3_WAN
Incoming Interface M LANZ20 (port4) A
Outgoing Interface M WAN (port3) -
Source & LAN20_Network x
+
Destination B an x
+
Schedule o always v
Service o ALL x

+
Action U y.(ee=ul @ DENY
Inspection Mode WEGNEESGN Proxy-based

Firewall / Network Options

NAT ©
IP Pool Configuration

Use Dynamic IP Pool
Preserve Source Port (B

14

Use Outgoing Interface Address

Q2=

z admin ~

Security Profiles Log Bytes

@ Updated: 18:27:41 &

Additional Information

@ API Preview

(@ Documentation

& OnlineHelp &'
@ Video Tutorials (&
@ Consolidated Policy
Configuration ('



Budc 3: Bat NAT (Network Address Translation)
Kéo xuéng phan NAT va bat Use Outgoing Interface Address. Thao tdc nay gilp cac thiét bi trong LAN sir

dung dia chi IP cong céng cla FortiGate khi truy cap Internet. NAT (Network Address Translation) la ky

thuat chuyén d6i dia chi IP ngudn thanh dia chi IP cdng céng khi luu lvgng di ra ngoai.

E.F-', FortiGate-VM64-KVM = > - L2 - ‘ admin ~
@ Dashboard New Policy
«b Network Additional Information
B Policy & Objects Name @ PORT4_LAN_TO_PORT3_WAN @ AP| Preview
Firewall Policy g Incoming Interface M LAN20 (port4) v
IPv4 Do$ Policy Outgoing Interface M WAN (port3) - ® Documentation
Source B LAN20_Network x & OnlineHelp &
Addresses + @& Video Tutorials (&'
Internet Service L @ Consolidated Policy
Database Destination Bal x Configuration '
+
Services
Schedule [e always v | |
Schedules X +
Service Ol ALL x )
Virtual IPs +
IP Pools Action . \ee=um @ DENY
Protocol Options
Traffic Shaping Inspection Mode WEEIEEEN Proxy-based
& Security Profiles
Firewall / Network Options
O VPN
NAT ©
& User & Authentication
IP Pool Configuration Use Outgoing Interface Address
% System Use Dynamic IP Pool

A
N
L

X Security Fabric Preserve Source Port (B -
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Budc 4: Bat Logging (Ghi nhit ky)
Tai muc Logging Options, bat Log Allowed Traffic va chon All Sessions. Ghi nhat ky cho phép giam sat

truy cap va ho trg xt Iy sy c8 nhanh chéng. Sau khi hoan tat, nhan OK dé Iwu lai cau hinh chinh sach

tuwong Itra.

= FortiGate-VM64-KVM

@ Dashboard
« Network
B Policy & Objects

Firewall Policy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

G 0P

System

A
N
DA

X Security Fabric

F::RTINET

New Policy

> @~ L2~ :adminv

Security Profiles
AntiVirus

Web Filter

DNS Filter

O N®

Application Control (B
IPS @ ]
File Filter (@ ]

SSL Inspection

Additional Information

@ API Preview

(® Documentation

& OnlineHelp &
& Video Tutorials (&'
@ Consolidated Policy
Configuration (&'

no-inspection v &

Logging Options
Log Allowed Traffic

@ Security Events

Generate Logs when Session Starts C

Capture Packets

@ J

Comments | Write acomment... £ 0/1023

Enable this policy @

Kiém tra hoat dong chinh sach
Sau khi cau hinh xong Firewall Policy Allow_LAN_to_Internet, kiém tra bang cach mé trinh duyét trén

may tinh thudc mang LAN. Néu truy cap duoc Internet, chinh sadch d3 hoat dong dung.
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3.2 Quan ly céc déi twvong (Object Management)
DE cau hinh chinh sach twong Itra rd rang va dé quan ly, chung ta st dung khai niém Object (d5i twong)
trong FortiGate. Thay vi nhap dia chi IP hodc thdng s6 nhiéu lan, chi can tao mét ddi twong dai dién va

st dung lai trong céc policy khac nhau. Cach nay gilp quan tri hé théng thuan tién, nhat 1a véi hé théng

I&n hodc nhiéu chi nhanh.

= FortiGate- - X - A2~ admin ~
= FortiGate-VM64-KVM > (7] yal dmi

Dashboard +CreateNew v | 4" Edit [mClone [ Delete Search Q

< Network
B Policy & Objects

Name < Details = Interface =

»

[E] 1P Range/Subnet @

Firewall Policy

IPv4 DoS Policy

Address

2 FABRIC_DEVICE 0.0.0.0/0

e B FIREWALL_ AUTH_PORTAL A..  0.0.0.0/0 Address
resses

Internet Service B LAN20_Network 192.168.20.0/24 [ LAN20 (port4) Address
Database SSLVPN_TUNNEL_ADDR1 10.212.134.200- 10.212.134.210 @ SSLVPN tunnel interface (ssl.r.. Address
SSES Zal 0.0.00/0 Address

Schedul .
cnecuies Addr &

0.0.0.0/32

B none
[El FQDN ®

= gmail.com

Virtual IPs
IP Pools

gmail.com Address

Protocol Options

Traffic Shapi & login.microsoft.com login.microsoft.com Address
raffic Shaping

. & login.microsoftonline.com login.microsoftonline.com Address
& Security Profiles

I login.windows.net login.windows.net Address

0 VPN
& User & Authentication & wildcard.dropbox.com *dropbox.com Address
Q& System & wildcard.google.com *google.com Address

X Security Fabric ‘Q Interface Subnet @
—

0% @ Updated: 18:45:39 &

Yo
~
N

>

F::RTINET 0 Security Rating Issues
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Address Object (Dia chi)

Address Object dai dién cho mot dia chi IP hodc m6t mang. D& tao mdi, truy cip Policy & Objects >

Addresses, chon Create New > Address va dién théng tin.

= FortiGate-VM64-KVM = - @~ A2~ 1 admin ~
Dashboard New Address
& Network FortiGate
. 5 Name
B Policy & Objects . [ FortiGate-VM64-KVM
Color B  Change
Firewall Policy . i
Type Subnet - Additional Information
IPv4 DoS Policy
IP/Netmask @ API| Preview
Addresses Interface IP Range
::r;t&target Service Static route configuration (3 | FQDN # Dynamic Address
atabase
Comments Geography Guides
Services Dynamic a3 Configuring an AWS Dynamic Address (%'
Schedules . /A Configuring an Azure Dynamic Address
Device (MAC Address) Configuring a Google Cloud Platform +¢*
Virtual IPs Dynamic Address (£
==« Configuring an Oracle Cloud Infrastructure
IP Pools Dynamic Address ('
. £ Configuring an OpenStack Dynamic
Protocol Options Address (2
Traffic Shaping
. (® Documentation
Security Profiles
& OnlineHelp &
VPN & Video Tutorials
User & Authentication
System

N Security Fabric

F:RTINET
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Service Object (Dich vu)

Service Object dai dién cho mot cong (port) hodc giao thirc (protocol), gitp xac dinh loai lwvu lvgng ma

policy s& 4p dung. Truy cap Policy & Objects > Services dé quan ly céc dich vu.

[ FortiGate- VM64-KVM

Dashboard
& Network
¥, Policy & Objects

Firewall Policy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

System

N Security Fabric

FERTINET

= FortiGate-VM64-KVM

@ Dashboard

+ Network

B Policy & Objects
Firewall Policy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

System

NX Security Fabric

FERTINET

+ Create New ~

Service

Service Group

Category
I3 ALL

[z ALL_TCP

3] ALL_UDP

I3 ALL_ICMP

3] ALL_ICMP6

[El Web Access @
@ HTTP
[ HTTPS

[E] File Access ©

# Edit

TCP/80
TCP/443

mClone W Delete

Details

ANY
TCP/1-65535 0.0.0.0
UDP/1-65535 0.0.0.0

ANY
ANY

0.0.0.0

£ Category Settings

IP/FQDN =

21E)

1 admin ~

Search Q

- @~

Show in Service List Ref. &

@ Visible
@ Visible
@ Visible
@ Visible

o ©o O O N

& Visible

@ Visible
& Visible 2

3] SAMBA TCP/139 @ Visible 1
I3 SMB TCP/445 0.0.0.0 @ Visible 1
@ FTP TCP/21 0.0.00 @ Visible 0
I3 FTP_GET TCP/21 0.0.0.0 @ Visible 0
@ FTP_PUT TCP/21 0.0.00 @ Visible 0
0 Security Rating Issues 0% €D
= > @- L2~ ‘adminv
New Service
Name FortiGate
Comments Write acomment... £ 0/255 ® FortiGate VM54 -1VM
Color [t Change Additional Information
Show in Service List @ @ API Preview
Category Uncategorized v
@ Documentation
Protocol Options & OnlineHelp &'
B Video Tutorials &'
Protocol Type TCP/UDP/SCTP v
Address FQDN 00,00 ¢
Destination Port TCP v  Low - | High
Qe
Specify Source Ports (B
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Schedule Object (Lich biéu)
Schedule Object dai dién cho khodng thoi gian hoat dong ciia mét policy. Truy cap Policy & Objects >

Schedules dé tao lich biéu mai.

(@ FortiGate-VM64-KVM = >> @~ N2~ & admin-
Dashboard +CreateNew ~ || ¢ Edit mClone T Delete Search Q
< Network Schedule
Days/Members < Start End = Ref. =
3y Policy & Objects Schedule Group
Recurrin,
Firewall Polcy
IPv4 DoS Policy fo always Sunday 00:00:00 00:00:00 2
Monday

Addresses Tuesday

Internet Service Wednesday

Database (3]

Services f@ default-darrp-optimize Sunday 01:00:00 01:30:00 1

Schedules Monday s

Tuesday b,

‘V’if Ll_li:li ipb Wednesday

IP Pools @D

Protocol Options B none None 00:00:00 00:00:00 0

Traffic Shaping

Security Profiles

VPN

User & Authentication

System
X Security Fabric

F::=RTINET 0 Security Rating Issues (3]

= FortiGate-VM64-KVM > @~ L2~ 1 admin ~

Dashboard New Schedule
& Network -
. . Type One Time ortiGate
B Policy & Objects & FortiGate-
Firewall Polic
! Name hdditional Infort
IPv4 DoS Policy Color © Change
@ API Previe
Addresses Days (O Monday (O Tuesday (0 Wednesday
Internet Service (J Thursday (J Friday [ Saturday %) Documentat
Datab
e O Sunday & Online Hel
Services All Day (@ ) @M Video Tuto|
Schedules Start Time @ 12:00 SA c] &
Virtual IPs Stop Time 12:00 SA ®
IP Pools
Protocol Options
Traffic Shaping
Security Profiles

User & Authentication

System

X Security Fabric

F::RTINET
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Tom lai
Viéc sr dung céc ddi tuong (Objects) nhu Address, Service, Schedule gitip chung ta cau hinh FortiGate ré

rang, ngan gon va dé tai si dung. Phwong phap nay dic biét hiéu qua khi quan tri hé théng 1én hoic

nhiéu chi nhdnh, dam bao tinh nhat quan va thuan tién van hanh.

4. Network Address Translation (NAT) va Virtual IPs (VIPs)

Trén mdi trudng Internet, dia chi IP cdng cdng (public IP address) la tai nguyén han ché va cé gié tri cao.
Phan I&n thiét bi trong mang ndi bd (LAN) st dung dia chi IP riéng (private IP address, vi du: 192.168.x.x),
céc dia chi nay khong thé dinh tuyén truc tiép ra Internet.

Chuong nay huéng dan céch FortiGate déng vai trd cau ndi gitta hai phan ving mang théng qua ki thuat

Network Address Translation (NAT).

4.1 NAT la gi? Khai niém SNAT va DNAT

Network Address Translation (NAT) |a qua trinh thay d&i thong tin dia chi IP trong phan tiéu dé (header)
cla gai tin khi di qua thiét bi nhu router hodc firewall.

NAT gébm hai loai chinh:

Buéc 1. Source NAT (SNAT)

e SNAT chuyén ddi dia chi IP nguén (source IP) tir dia chi riéng (private) sang dia chi cdng cdng
(public).
e Dung khi ngudi dung trong LAN cén truy cép Internet.
e Tat cd yéu ciu tlr LAN s& xuat hién trén Internet nhu dén tir mét dia chi IP cdng cdng duy nhat
cua FortiGate.
e Phuong phdp nay gidp nhiéu thiét bj ndi bd chia sé chung mot két ndi Internet qua mot dia chi
IP cOng cong.
Vi du: Mdy tinh 192.168.1.10 gri géi tin ra Internet, FortiGate thay d&i IP ngudn thanh 203.0.113.5 (IP
cong céng cla interface WAN).

Budc 2. Destination NAT (DNAT)
e DNAT chuyén déi dia chi IP dich (destination IP) tir dia chi cong cong (public) sang dia chi riéng

(private).

e Dung khi ngudi dung tir Internet mudn truy cdp mdy chid (web, mail, FTP, ...) trong LAN.

e FortiGate nhan géi tin vdi dia chi IP cong cong, sau d6 chuyén ti€p (forward) dén may chi néi bd
phu hop.

e Trén FortiGate, DNAT thuc hién qua ddi tuwgng Virtual IP (VIP).
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Vi du: Nguwdi dung bén ngoai truy cdp 203.0.113.5:80, FortiGate thyc hién DNAT dén 192.168.1.10:80
(may chi web ndi bd).
4.2 Cau hinh SNAT (Truy cap Internet)
Khi tao Firewall Policy & chuong trudce va kich hoat NAT, ching ta da ciu hinh thanh cong SNAT.
Tuy chon “Use Outgoing Interface Address” cho phép FortiGate ty ddong st dung dia chi IP cla céng ra
(WAN) Iam dija chi ngudn (source address) cho tt ca lwvu lwong di ra Internet.
DAy 1a mé hinh SNAT phé bién nhat, con goi la Overload NAT hodc PAT (Port Address Translation), cho
phép nhiéu IP ndi bd cung chia sé mot dja chi IP cong cong, phan biét nhau bang s6 hiéu cdng (port
number).
Tom lai:

e SNAT: LAN di ra Internet (IP riéng = IP cOng cOng)

e DNAT: Internet truy cap vao LAN (IP cong céng = IP riéng)
FortiGate thuc hién déng thdi ca hai co ché nay mot cch tu ddng, an toan va hiéu qua, gitip mang ndi

bé vira két ndi Internet, vira bdo toan ciu tric dia chi bén trong.
4.3 C4u hinh DNAT (Port Forwarding) bang Virtual IP

Tinh hudng vi du (Case Study)
Vi du: C6 mét may chd CCTV trong LAN véi dia chi IP 192.168.1.50. Yéu cau truy cip hinh anh CCTV tir

Internet qua port 8080.

CAc buéc ciu hinh chi tiét
Budc 1. Tao Virtual IP (VIP)
Muc dich: Anh xa (mapping) dia chi IP cdng cong clia FortiGate sang dia chi IP ndi bd clia may ch.

Thao tac thyc hién:

e Vao Policy & Objects > Virtual IPs

e Chon Create New > Virtual IP

e Name: CCTV_Server_VIP

e External IP Address/Range: Nhap dia chi IP cong cong cla FortiGate (cé thé chon object dai dién
cho interface WAN)

e Mapped IP Address/Range: Nhap 192.168.1.50 (dia chi n6i b6 server CCTV)

e Bat Port Forwarding

e Protocol: TCP

e External Service Port: 8080 (port truy cap tlr Internet)

e Map to Port: 80 (port dich vu CCTV chay trong LAN)
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e Nhan OK

(@ FortiGate-VM64-KVM 2 admin -

@ Dashboard +CreateNew ~ || ¢ Edit T@Clone 1 Delete Search Q

< Network Virtual IP . :
Details = Interfaces Services < Ref. ¢

B Policy & Objects Virtual IP Group

Firewall Paolicy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules +
Virtual IPs

IP Pools Noresults
Protocol Options

Traffic Shaping

Security Profiles

VPN

User & Authentication

System

Security Fabric

F::RTINET @ @

= FortiGate-VM64-KVM

> - L2~ 1adminv

@ Dashboard New Virtual IP
< Network ; A
N pe—— VIPtype  IPv4 FortiGate
olicy jects = i 2 d
Name CCTV Server VIP = FortiGate-VM64-KVM
Firewall Policy . .
Comments  Write acomment... Additional Information
§ ~ 0/255
IPv4 DoS Policy )
Color @ Change @ API Preview
Addresses
Internet Service Network (? Documentation
Database .
Servi Interface €@ O any - ﬁ \C/),rc':'”eTHflp. IIZ. >
ervices ideo Tutorials
Type Static NAT gge!p)\
Schedules +
External IP address/range @  21.2.4.1 ‘6,
Virtual IPs
Mapped IP address/range 192.168.10.2
IP Pools
Protocol Options @ Optional Filters
Traffic Shaping
@ Port Forwarding
Security Profiles
voN Protocol UDP | SCTP | ICMP
External service port @ 8080
User & Authentication
Map to port ‘ 80 ‘
System
X Security Fabric \A

F-:RTINET
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Budc 2. Tao Firewall Policy cho phép truy cap
Muc dich: Cho phép Iuru lugng tlir Internet di vao server ndi bd qua VIP vira tao.

Thao tac thyc hién:

e Vao Policy & Objects > Firewall Policy

e Chon Create New

e Name: Allow_Internet_to_CCTV

e Incoming Interface: wan1 (cdng két ndi Internet)

e Outgoing Interface: lan (c6ng ndi vé server CCTV)

e Source: all (moi IP d8u c6 thé truy cdp — chi nén dung khi kiém thir, khong khuyén nghi cau hinh
thuc té)

e Destination: chon object VIP CCTV_Server_VIP da tao

e Service: chon TCP_8080 hoac tao custom service twong rng vdi port forward

e Action: ACCEPT

e Lwuy quan trong: Tat NAT (b6 chon NAT) vi FortiGate d3 thyc hién DNAT bang VIP, khdng can
SNAT thém ni¥a

e Nhan OK

E.;FortiGate-VMéd-KVM - = > @~ N2~ ‘ admin ~

p -
Dashboard ’ & Edit W Delete Q Policy Lookup | Search Q

< Network >

1y Policy & Object: . Interface Pair View Q=]
olicy jects

Firewall Policy bad Name
IPv4 DoS Policy [E B LAN10 (port2) [ WAN (port3) @
Addresses B LAN20 (port4) —[ WAN (port3) @
Internet Service PORT4_LAN_TO_PORT3 WAN & LAN20_Network I3 all

Database
[ Implicit €

Source Destination Schedule Service Action

@ always « ACCEPT @ Enable

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

& e 0P

System

Ao
N
X

X Security Fabric

~

F:=RTINET ST O Security Rating Issues ©® Updated: 19:56:46 <
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= FortiGate-VM64-KVM
Dashboard
¢ Network
B Policy & Objects
Firewall Policy
IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication

System

X Security Fabric

F::RTINET

New Policy

Name @
Incoming Interface
Outgoing Interface

Source

Destination

Schedule

Service

Action

Allow_Internet_to_CCTV
[# WAN (port3)
[ LAN10 (port2)

2 all
+
@ CCTV_Server_VIP
+
[e always
[g) TCP_8080
+

V. \eeul @ DENY

Inspection Mode JFEIYEEESEN Proxy-based

Firewall / Network Options

NAT (@ )

Protocol Options

default

Security Profiles

Kiém tra hoat dong
T mang bén ngoai, mé& trinh duyét va nhap URL truy cap. FortiGate s& nhan yéu cau ti Internet, chuyén

Cancel

> - L2~ 1adminv

Additional Information

@ API Preview

(@ Documentation

& OnlineHelp &
@ Video Tutorials ('
@ Consolidated Policy
Configuration &'

daéi IP dich sang 192.168.1.50, chuyén port 8080 vé 80 va chuyén tiép dén may chi CCTV.
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Best Practices (Khuyén nghi bao mat & toi uu)

Muc tiéu: Hudng dan ciu hinh NAT an toan, dé quan ly, gidm thiéu rdi ro khi mé truy cap ti Internet.

Buéc 1. Khong diung “All Source” néu khong cin thiét
e Khitao Firewall Policy cho NAT (ddc biét la DNAT/Port Forwarding), khéng nén dat Source = all.

e C3u hinh nay cho phép moi IP trén Internet truy cap thiét bi hoac dich vu ndi bd, tiém an rdi ro
bao mat.

e  Giai phap: N&u chi can truy cap tir van phong, chi nhanh, hodc dai IP cé dinh, chi dinh cu thé IP
hodc subnet. Vi du: Source: 203.113.5.0/24 (HeadOffice).

e Vi truy cap tam thoi, c6 thé tao Address Object riéng dé quan ly linh hoat.

U_E.:'- FortiGate-VM64-KVM = > ©- L2~ z admin ~
Dashboard Edit Policy
< Network Statistics (since last reset)
1y Policy & Objects Name @ Allow_Internet_to_CCTV D 3
Firewall Policy Incoming Interface M WAN (port3)
. Last used N/A
1Pv4 DoS Policy Outgoing Interface [ LAN10 (port2)
oy e— Source B al First used N/A
. + Active sessions 0
Internet Service —
Database Destination @ CCTV_Server VIP Hit count 0
+
Services
Schedule e always jlciallbyics o
Schedul +
checiies Service 3] TCP_8080 Current bandwidth 0B/s )
Virtual IPs +
IP Pools Action PYesad @ DENY i Clear Counters
Protocol Options
TefeSiese Inspection Mode BEETEEEGN Proxy-based
& Security Profiles . ' Additional Information
R Firewall / Network Options @ AP Preview
NAT (@ ] .
& User & Authentication >— Editin CLI
Protocol Options default &
& System (® Documentation

A
S
o

X Security Fabric

F=RTINET

Security Profiles
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Buéc 2. Bat Logging dé giam sat NAT
e Trong mdi Firewall Policy, bat Log Allowed Traffic va chon “All Sessions”.

e Muc dich: Theo dai dia chi IP nao dugc NAT ra Internet, phan tich lwu lwvgng DNAT (xac dinh ai
truy cap dich vu ndi bd), hd tro ki€ém tra khi cé sw ¢6 hodc dau hiéu tan cong.

e Thao tac: Policy & Objects > Firewall Policy > Edit Policy - Log Allowed Traffic: Enable (All

Sessions)
[ FortiGate-VMé4-KVM = > @- A2~ ‘ admin ~
@ Dashboard Edit Policy
& Network Security Profiles Last used N/A
& Policy & Objects AntiVirus > First used N/A
Firewall Policy Web Filter (@ ] Active sessions 0
1Pv4 DoS Polic: i
Y DNS Filter @ ] Hit count 0
Addresses icati
Application Control Total bytes 0B
Internet Service IPS »
Database I Current bandwidth 0B/s
File Filter (@ ]
Services =
SSL Inspection no-inspection v & Wi Clear Counters
Schedules e
Virtual IP:
reualies Logging Options |
IP Pools Additional Informati
Log Allowed Traffic @ Security Events itional Information
Protocol Options -
Generate Logs when Session Starts (B @ API Preview
Traffic Shaping Capture Packets @ >— Editin CLI
& Security Profiles
O VPN Comments  Write a comment. .. . 0/1023 (® Documentation
& User & Authentication & Online Help = .
Enable this policy @© B Video Tutorials (4
& System policy B Consolidated Policy

Configuration (£

A
A

X Security Fabric

Buéc 3. Giéi han quyén truy cip theo nguyén tic “Least Privilege”
e NAT Policy chi nén cho phép ding thanh phan can thiét:

e Ngudn (Source): Dia chi hodc dai IP can thiét.
e Dich vu (Service/Port): Chi cic dich vu can thiét.
e Lich biéu (Schedule): Ap dung néu can gidi han thoi gian hoat dong.

e Vidu: Server FTP chi hoat déng trong gi® hanh chinh, cé thé dp dung Schedule: Office_Hours.
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Buwéc 4. Thém 16p bao vé
e V&i DNAT (Inbound): Ludn bat céc Security Profiles (IPS, Antivirus, Web Filter) dé bao vé may

chl néi bo.

e V3&i SNAT (Outbound): Nén bat Web Filter, Application Control dé giam sat va kiém sodat truy cap
ra ngoai.

e  Giai phdp nay bao vé hé théng & ca hai chiéu lvu lugng.

= 5> @- N2~ & admin-

Edit Policy
Statistics (since ese
% Policy & Objects Name @ Allow_Internet_to_CCTV D 3
Firewall Policy Incoming Interface | B WAN (port3) -
Last used N/A
IPv4 Do$ Policy Qutgoing Interface ¥ LAN10 (port2) v
P Source Bal % Firstused N/A
. + Active sessions [¢]
Internet Service
Bt Destination @ CCTV_ Server VIP x T — @
+
Services
e Schedule @ always - Jotalbyies 28
cehedules service @ TP 8080 x Current bandwidth | OB/
Virtual IPs .
1P Pools Action v accerT JEIRENY W Clear Counters
Protocol Options
Traffic Shaping Inspection Mode Proxy-based
~ Additional Information | |
Firewall / Network Options @ AP| Preview ¢
m
NAT [e ) >_ EditinCLI
Protocol Options default v &
® Documentation
Security Profiles & Online Help @
i , - ¥ Video Tutorials '
AntiVirus © [ defautt 4 8¢ Consolidated Policy Configuration ('
Web Filter © =2 defadlt M4
DNSFilter (e ]
Application Control (B
IPS © default v &
File Filter (e ]
SSL Inspection certificate-inspection v &
Logging Options
Log Allowed Traffic @©  Security Events

192.168.1.97/firewall/shaper , B

5. Security Profiles va Bao méat co ban

Khai niém vé Security Profiles
Trong hé théng Fortinet Firewall, Security Profiles |3 1&p bao vé b6 sung, giup kiém soat khdng chi truy
cap ma con ndi dung va hanh vi cla dit liéu di qua tudng Ilra. Firewall Policy giéng nhw nhan vién gac
cbng, kiém tra thé ID (dia chi IP va c8ng) clia ngudi ra vao. Néu thdng tin hop 18, dwoc phép di qua.
Security Profiles 1a 1¢p ki€ém tra bdo mat thit hai nam sau c6ng, nhu may do kim loai hodc mday quét hanh
ly, nhdm phat hién cac nguy co tiém an bén trong dit liéu. Mdi Security Profile (vi du: Antivirus, Web
Filter, Application Control...) c6 thé cau hinh d6oc 1ap va gan vao mét hodc nhiéu Firewall Policy dé ting
cudng b3o vé hé thdng.

e —Firewall Policy: kiém tra “ai dwgc vao” (dia chi IP, céng dich vu).

e —Security Profile: kiém tra “mang gi vao” (ndi dung, file, &’ng dung,...).
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Két hop cd hai giup kiém sodt truy cdp va bdo vé hé théng trudc cdc méi de doa tiém én tir bén trong goi
tin.

Cau hinh cdc Tinh ndng Bdo mat Co ban

Duéi day la cdc buwdc ciu hinh nhitng Security Profile phé bién nhat trén FortiGate. Thao téc tai muc
Security Profiles trén menu trai giao dién quan tri.

Antivirus (AV)

Buwdc 1: Vao Security Profiles > AntiVirus.

Budc 2: Chung ta s& thay profile mic dinh (default profile) — c6 thé chinh sira (Edit) hodc tao mdi (Create
New).

Budc 3: Trong phan ciu hinh, ddm bao Scan Files dang duoc bat.

Budc 4: Chon céc giao thirc cn quét nhu HTTP, FTP, Email...

e —Chirc ndng: Quét va ngan chan file doc hai, virus hodc m3 déc trong lubng dit liéu.

[ FortiGate- VM64-KVM - = >> @- Az~ g admin ~
@] Dashboand 3 # Edit  MWClone WDelete || Search Q
¢ Nety >

B Policy & Objects

Name = Comments * Ref. & T

@ Security Profiles
AntiVirus P IEA wifi-default Default configuration for offloading WiFi traffic. 1
Web Filter
Video Filter
DNS Filter
Application Control
Intrusion Prevention
File Filter
S5L/55H Inspection

Application Signatures

Web Profils
8 VPN

er & Authentication

L4 | og & Report

FRTINET 0 Security Rating Issues (2]
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|
~
h

e~ 02~ z admin ~
New AntiVirus Profile

rtiGate
Name
Comments Write a comment

AntiVirus scan @

Feature set Proxy-based

Inspected Protocols

410255

tional Information

@ AP Preview

Decumentation

& OnlineHelp &'
sMTP OB WM Video Tutorials (2
por3 O

map B
[SEae J
cFs

HTTP

Application Control

Intrusion Prevention
File Filter

APT Protection Options
Treat Windows executables in email attachments as viruses [ |
Include mobile malware protection [ o)

Quarantine

Virus Outbreak Prevention @

Use FortiGuard outbreak prevention database
Use external malware block list

Use EMS threat feed

FRTINET

Vi du thir nghiém véi EICAR:

Tép EICAR 1a mot tép kiém tra an toan dugc tao ra bai Vien Nghién clru
Chéng Virus May tinh Chau Au (EICAR) dé kiém tra hoat dong clia phdn mém
diét virus va phan mém chéng phan mém déc hai. N6 khéng phai la mét virus
thue si, ma 1a mét doan ma van ban duoc thiét ké dé bi cac chwong trinh bao
mat nhan dién la mot mbi de doa, tlr A6 xac minh rdng phan mém dang hoat
déng dung cach. @

Tai sao tép EICAR lai quan trong? o

Kiém tra hiéu qua:

Tép EICAR cho phép nguoi dung va quan tri vién hé théng kiém tra xem phdn mém
diét virus clia ho c6 hoat déng chinh xac dé phat hién va chén cac méi de doa hay
khong.
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e —Truy cap Security Profiles - AntiVirus, tao m&i AV:
o —Tén: testAntiVirusEICAR
o — Detect Viruses: Block

o —Inspected Protocols: HTTP, SMTP, POP3, IMAP, FTP, CIFS

- = >> @- n2- R admin-
@ Dashboard Search a
& Network
Comments & Ref. &
B, Pnlicy & Ohiects
B Security Profiles [ cefault 5 0
AntiVirus IEA wifi-default Default configuration for offloading WiFi traffic. 1
‘Web Filter
eo Filter
DNS Filter
Application Control
Intrusion Prevention
File Filter
/SSH Inspection
Application Signatu
I natures
‘Web Rating Overi 5 -4
‘Web Profile Over
FRTINET 0 Security Rating Issues (2]
>> @- Nn2- & admin-
@ Dashboard New AntiVirus Profile
< Network
e Name testAntiViruseICAR
& _Policv & Obiects
Comments Write acomment.
1 Security Profiles #0/255
AntiVirus scan Monitor D
AntiVirus tional Information
Feature set Proxy-based .
Web Filter @ AP Preview
Video Filter Inspected Protocols b o
DNS Filter o o
HTTP ©
Application Control & Online Help &
CEEEUS sMTP © Y Video Tutorials (2
Intrusion Prevention poP3 ©
File Filter map ©
/SSH Inspection P ©
Application Signatures ars ©
1 ignatures
Web Rating Overrides APT Protection Options T
Web Profile Overrides Treat Windows executables in email attachments as viruses (B B
Include mobile malware protection O
Authenticati Quarantine »
Abric Virus Outbreak Prevention @
ity Fabric
Log & Report Use FortiGuard outbreak prevention database (B
Use external malware block list (e ]
Use EMS threat feed [e ]

FRTINET
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e —Thém AV mditao vao policy PORT_2_LAN_TO_PORT_3_WAN.

- >> @ L2+ & admin~

@ Dashboard Edit Policy
< Network
1, Policy & Objects Name @ PORT2_LAN_TO_PORT3_WAN D 1
Firewall Policy Incoming Interface M LAN10 (port2) -
Last used 0second(s) age
1Bv4 DoS Policy Outgoing Interface | ¥ WAN (port3) -
e Source Sal % First used 1 hour(s) ago
. A 5
Internet Serv Active sessions 7
Database Destination 2all x Hit count 154,268
+
Services
b Schedule 0 aways - Total bytes 680.61MB
e Service AL % Currentbandwidth 7669 kB/s
Virtual | +
1P Pools : i Clear Counters
o Action LA el @ DENY
Protocol Options
Security Profiles
Firewall / Network Options
8 VPN
Jser & Authentication NAT © 00MB
System IP Pool Configuration Use Outgoi CEe LIRS Use Dynamic IP Pool D
o Preserve Source Port (B
~ Security Fabric 200 MB
Protocol Options default v &
ort 0B

Nov02 Nov03 Nov04 Nov05 Nov0é Nov07 Nov08 Nov09
Security Profiles

AntiVirus © [EA testAntiVirusEICAR v &
Web Filter [e] tional Information
DNSFilter > @ API Preview
Application Control (B

>_ EditinCLI
1PS e ]
File Filter [o ] ® Do -
5L Inspection certificate-inspection ¥ ¢ & OnlineHelp &

® Video Tutorials '
W Consolidated Policy Configuration (71

e

p— B o
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e —Tat Windows Defender trén may thir nghiém dé kiém tra hiéu qua cta FortiGate Antivirus.

QEMU (Win)

R SO W R

@ Windows Defender Firewall with Advanced Secuntty

File Action View Help
&= = >il Ko
@ Windows Defender Firewall witd
K3 inbound Rudes r

Ky Outbownd Rudes
3% Connection Security Rules

‘ Windows Defender Frowall with Advanced Securty provides network securty for Windows comgnters
B Monitceing
Overvsew

Domain Profile

W Windows Defender Frewal is off
Private Profile

W Windows Deferder Frewal s off
Public Profile is Active

W Windows Defender Frewal i off
[ BY Windows Oefe

Getting Started

Austhy P e b &

w» s

specfy how and when connections between computers are authenticated and
i securty (Psec)

Create connection secunty rues b
protected by using Intemet Prot:

View and create firewall rules

Create feewal nibes 10 allow or biock conmections to soechied programs or Doy You can alss alow 2 conmection only §
£ s autherticated, or § & comes from an authorzed user. roup. o compater. By defaull inbound connectons are
blocked uniess they match a nde that allows them, and outbound connections are allowed wriess they match a nie thae
blocks them

B rocund Rue
-

Wisar rrrrrennt Gramntl and IDear nalicw asnd actowit

- a X
- =) x
Actions
=
~ | Windows Defender Firewall.. o
import Pohcy

Export Policy.

Restoce Default Pos

Diagmose / Repair

View >
o Refresh

Propestses

B rep

QEMU (Win)

a setting - @ Off

Update & Securi

= Windows U o Cloud-delivered protection
Provides increased and faster protection with access to the latest
I ¥  Windows Sg ¢ protection data in the cloud. Works best with Automatic sample
submission turned on.
T Backup = o . .
I Cloud-delivered protection is off. Your device may be Dismiss
» = vulnerable.
Troubleshodg
e @D on
YD Recovery
h Privacy statement

(<) Activation
B sl ale | Automatic sample submission

Send sample files to Microsoft to help protect you and others from

It For developi potential threats. We'll prompt you if the file we need is likely to contain
personal information.

[ﬁ Windows In:

vulnerable.

Have a question?
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Settings
<« Windows Defender Security Center — =] b4
fr Home _ @ Real-time protection is off, leaving your device vulnerable.

i Automatic sample submission is off. Your device may be Turn on virus protection




K&t qua: Du d3 tit Windows Defender, chiing ta khong thé download duoc file EICAR vé mdy, chirng td

Antivirus trén FortiGate da hoat dong.

QEMU (Win) — O X
SEBTHELIODF

[ 3 | 2% FortiGate - FortiGate-VMe4 ‘ I3 eicer download - Search 3 Certificate error: Navige > | 4+ = *®
& S (] ) o www.bing.com W = L &

This site is not secure

his might mean that someone’s trying to fool yo
or steal any info you send to the server. You should|
lose this site immediatel

( Go to your Start page

Details

10:57 PM
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Web Filter
Budrc 1: Vao Security Profiles > Web Filter.

Buwdc 2: Chinh sira profile mac dinh hodc Create New dé tao mai.

ortiGate-VM64-KVM = >> @+ N2+ & admin~

@ Dashboard
b Network

Comments Ref. +

Security Profiles =1 default Default web filtering. 0

i =1 monitor-all Monitor and log all visited URLs, flow-based. 0

Web Filter P K= wifi-default Default configuration for ing WIF traffic. 1

Video Fiiter

Application Control
Intrusion Prevention
File Filter

SSL/SSH Inspection

on Signatures

Web Profile Overrides
VPN

r & Authentic

Sy

Security F:

FRTINET (5]
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Buwdc 3: Tai day ¢ danh sach cac FortiGuard Category Filters — noi cé thé chan nhém website.
e —Vidy: Tim nhdm Bandwidth Consuming - Block (chan cdc trang video streaming).
e —Tim nhém Malicious Websites > dam bao dat & ché do Block.

— Chtrc nang: Ngan nguoi dung truy cap website doc hai hoac ngoai chinh sach cong ty.

FortiGate- VM64-KVM = > @- A2~ & admin-
Dashboard NewWeb Filter Profile
Network Additional Information
D Name
Policy & Objects :
Comments | Write acomment 2 0255 @ APIPreview
Security Profiles
N Featureset [IWITEEEENN Proxy-based
= - @ Documentation
VAT OB FortiGuard Category Based Filter & OnlineHelp G .
TGS @ Video Tutorials
T @ Allow users to override blocked categories
Apj jon Control B static URL Filter
Intrusion Prevention Block invalid URLs I )
File Filter URL Filter e )
S5L/SSH Inspection Block malicious URLs discovered by FortiSandbox (B
Application Signatures Content Filter e ]
tur
Web Rating Overrides B Rating Options &
Web Profile Overrides Allow websites when a rating error occurs (B
0 VPN Rate URLs by domain and |P Address @
a & Authentication
& B Proxy Options
* HTTPPOST Action [N Block
1t Remove Cookies (B

P— Cance
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Vi du: N&u khéng ciu hinh, ching ta cé thé truy cap dantri.com.

|

| @8 QEMU (Win) - 0 X
NS WLLOOT

B S| £ 192168126254 |5 dantri - Search [ Tinticthégidi2ah-Ki X | + W — o x ‘
o O ' dantn.coman s = £ [T=d

&Nm (’ Fica @ DTiNews Nhip

Thé g|é| Dong sy kidn 1 34y dam phan hda binh Ng Jkraine hié
Quin sy Phin tich - Binh ludn Thé gidi 36 day Kidu bdo

MNA/AYD
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Sau khi truy cap Security Profiles — Web Filter va chdn URL cda *dantri.com.vn

= >> ©@- N2- & admin-

@ Dashboard New Web Filter Profile
# Network Additional Informa
I Name |b\ock,danm
% Policy & Objects @ API Previ
Comments | Write acomment... review
i} Security Profiles #10/255
Feature set Proxy-based
Ar (® Documentation
UEALET B FortiGuard Category Based Filter & OnlineHelp & .
€0 Filter @ Video Tutorials
——_— @ Allowusers to override blocked categories
Application Control B Static URL Filter
Intrusion Prevention Blockinvalid URLs (B
URL Filter [ o)
SH Inspection
? # Edit Search Q
Application Signatures
rre— URL Type Action Status
Web Rating Override: *dantricomvn  Wildcard @ Block @ Enable e
Web Profile Overrides
=R
r & Authen ion (1)

Block malicious URLS discovered by FortiSandbox (B
Content Filter e ]

Security Fabric

Log & Report
B Rating Options
Allow websites when a rating error occurs (B

Rate URLs by domain and IP Address (e )

B ProxyOptions
HTTPPOST Action [T Block
Remove Cookies (B
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User LAN sé& khong truy cap dwgc dantri.

”

N
QEMU (Win) = 0

X

3 Can't connect securely ' X

dantri.comam

Can’t connect securely to this page

This might be b s the site use

settings. If this keeps happening, try ¢o

Try this
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Application Control
Buwdrc 1: Vao Security Profiles > Application Control.

Buwdc 2: Tinh ndng nay cho phép kiém soat trng dung, khéng chi website.

Buwdc 3: Trong phan Application and Filter Overrides, nhan Create New:

e —Tai Application, nhap “BitTorrent”.

e —Chon (rng dung > Action: Block. K&t qua: ngdn toan bd ngudi dung s dung BitTorrent trong

mang noi bo.

New Application Sensor

» @+ D2~

& smin -

@ 95Cloud Applications require deepinspection
0 policies are using this profile.

© Notswpported

Name

Comments 4 or2ss

Categories

- AllCatezories

©+ |Unknownappl

B Network Protocol Enforcement

Application and Filter Overrides

Priority Details Type Action

No results

Options

Block applications detected on non-default ports @ OB
Allovr and Log DNS Traffic ©
Quic @

Replacement Messages for HTTP-based Applications €©

Allow

© Versins00741

@ AP Preview

& online Help 7
W Video Tutorisls

R RTINET

Cancel

— Chtrc ndng: Quan ly va gidi han cac &ng dung theo chinh sach bdo méat (VD: chan game, P2P,...).
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Intrusion Prevention System (IPS)
Buwdrc 1: Vao Security Profiles > Intrusion Prevention.

Budc 2: IPS bdo vé hé théng khdi cac tan cdng khai thac 16 hdng phan mém.
Budc 3: Chinh sira profile méc dinh hodc Create New.
Buwdc 4: Trong phan IPS Signatures and Filters, thém cac bé loc vdi:
e —Severity: Critical, High, Medium
e —Action: Block. Hé théng s& ty ddng chdn hang ngan kiéu tan cdng d3 nhan dién.
— Chirc ndng: Phat hién va chin cac gdi tin tdn cong trong thoi gian thuec.

(& FortiGate-VM64-KVM - = >> @+ N2~ $ admin-

@ Dashboard i@l | +CreateNew ||  Edit M@Clone @ Delete Search Q

4 Network >

B Policy & Ohiects NEz=C Comments &

& securityProfiles all_default All predefined signatures with default setting. 0
AntiVirus all_default_pass All predefined signatures with PASS action. 0
Web Filter default Prevent critical attacks. 0
Video Filter high_security Blocks all Critical/High/Medium and some Low severity vulnerabilities 0
DNS Filter protect_client Protect against client-side vulnerabilities. 0
APPIICALION LONL o1 protect_email_server Protect against email server-side vulnerabilities. 0
Intrusion Prevention protect_http_server Protect against HTTP server-side vulnerabilities. 0
Flle Fliter wifi-default Default configuration for offloading WiFi traffic. 1
SSL/SSH Insp:

Application Signatures -+
IPS Signatures
Web Rating Overrides
Web Profile Overrides
VPN
User & Authentication
System
3X Security Fabric
M Log & Report
F::RTINET 0 Security Rating Issues (2]
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ortiGate-VM64-KVM
@ Dashboard
% Network
& Policy & Obiects

@ Security Profiles

AntiVirus

Web Filter

Video Filter

DNS Filter

A et
Intrusion Prevention

File Filter

Application
1PS
Web Rating Overrides
Web Profile Overrides
VPN

ser & Authentication
System

ecurity Fabric

Log & Report

F==RTINET

Dashboard

Network

Policy & Objects

Security Profiles

AntiVirus

Web Filter

Video Filter

DNS Filter

Application Control

Intrusion Prevention

File Filter

SH Inspection

Application Signatures

IPS Signatures

Web Rating Overrides

Web Profile Overrides
8 VPN

User & Authentication

System

Security Fabric

Log & Report

F:-RATINET

> @~ A2~ ‘admin'

New IPS Sensor

fortiGate
Name
N FortiGate-VM64-KVM
Comments Write acomment £0/255
Block malicious URLs (B PS Signatures

View IPS Signatures
IPS Signatures and Filters

Pdditional Information

@ APIPreview
Details Exempt IPs Action Packet Logging

[® Documentation

No results & OnlineHelp &
& Video Tutorials &'

Botnet C&C
Scan Qutgoing Connections to Botnet Sites Block = Monitor

>> @~ N2+ L admin-

New IPS Sensor Add Signatures A
——
T " .
NEme ype Signature
R Action ¥ Default -
Block malicious URLs (@ | F2cketlogeing @ Enable
Status @ Enable © Disable [£-NEEN3
1PS Signatures and Filters Filter © *
] Search
N, s Target = oss CVE-ID =
Details Exempt IPs ame =& -
[ 1PS Signature
| 3Com.3CDaemon.FTPServer.BufferOverflow ~ mmmm Server Windows @ Block CVE-2005-0277
3Com.3CDaemon.FTRServer.Information.Dis.. mm Client Windows @ Pass CVE-2005-0278
3Com.Intelligent.Management.Center.Inform... Server Windows @ Block ¢
3Com.OfficeConnect ADSL Wireless.Firewall.... Server Linux @ Block
Botnet CAC 3S.PocknetVMS.ActiveX Control.Buffer.Over... Client Windows @ Block CVE-2014-9263
Scan Outgoing Connections| 3ivx. MPEGA4 File.Processing.Buffer.Overflow Client Windows @ Block CVE-2007-6401
427BB.Cookie.Based. Authentication.Bypass Server Other @ Block CVE-2006-0153
427BB.Showthread.PHP.ForumlID.Parameter.... Server Other @ Block CVE-2006-0154
A32S.Botnet Server Al @ Block
Client
AAEH.Botnet Server Al @ Block
AARC.Botnet Server Al @ Block
Client
ABBS.Audio.Media.Player.LST.Buffer.Overflow Server Windows @ Block
0%
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DNS Filter
Buwdrc 1: Vao Security Profiles > DNS Filter.

Buwdc 2: Tinh ndng nay chan truy van DNS dén domain ddc hai hodc khéng mong mudn, truwdc khi két néi
TCP duoc tao.
Buwdc 3: Bat chan cho nhdm Malicious Websites va cac danh muc phu hop khac.

— Chirc ndng: Ngan chan ngudi dung truy cp website nguy hiém ngay tir tang DNS.

ortiGate- VM64-KVM = > ©- 02+ & admin
@ Dasl rd Edit DNS Filter Profile
& Network
. Name efault
B Policy & Objects GateVM64-KV!
Comments Default dns filtering. Aospss | e

& Security Profiles

Redirect botnet C&C requests to Block Portal @O Additional Information

Web Filter 0domains in botnet package @ API Preview
" . Botnet package update unavailable, AntiVirus
Video Filter St [T L % References
DNS Filter >_ Editin CLI
Enforce 'Safe Search’ on Google, Bing, YouTube (¢
® Documentation
© FortiGuard Category Based Filter & Online Help

@ Video Tutorials '

Name = Action =

Adult/Mature Content | ®15 | |
~
[ Bandwidth Consuming @ | © 6 -

Freeware and Software Downloads @ Allow
e — File Sharing and Storage @ Allow
Streaming Media and Download @ Allow
Peer-to-peer File Sharing @ Allow
Internet Radio and TV @ Allow
Internet Telephony @ Allow

[# General Interest - Business €8 | @ 15
= __ __ |
0% @

Static Domain Filter

Domain Filter (e ]
External IP Block Lists (B
DNSTranslation @

e [ o IR

Tém tat nhanh

Profile Muc dich chinh Vi du sr dung

Antivirus Quét virus, ma doc Quét file HTTP, email
Web Filter Chan website theo danh muc Block video, web doc hai
App Control Kiém sodt (rng dung Chan BitTorrent, game

IPS Ngan tan céng khai thac Block critical/high threats

DNS Filter Chan domain xau & tang DNS Block malicious domains

Lwu y sau cau hinh
Meo nhd: Sau khi tao xong cac profile, ching ta can gan ching vao Firewall Policy twong (rng dé kich
hoat bao vé hé théng. Viéc nay dam bao cac thiét 1ap bdo mat duoc dp dung hiéu qua trén ludng dit liéu

thuc té.
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6. VPN va Két ndi bao mat

VPN (Virtual Private Network — Mang riéng 30) 1a gidi phap bao mat két ndi qua Internet, giip mé rong
pham vi truy cap an toan giita cac diém mang. Chwong nay huwéng din cau hinh chi tiét SSL-VPN
(Remote Access) va IPsec VPN (Site-to-Site) trén FortiGate, ddng thdi chuan héa thuat ngit chuyén

nganh va trinh bay mach lac theo hwdng dan ki thuat chinh thong.

6.1 C4u hinh SSL-VPN (Remote Access)

Tinh hudng thyc té: Poi ngili kinh doanh thudng xuyén di cong tac can két n6i bdo mat vao mang néi bd
van phong dé truy cap may chu luu trit file. SSL-VPN gitip dam bao két néi an toan, m3 hoéa dit liéu khi
truy cap tr xa.

Cac buée thuce hién
Budce 1: Tao nguwoi dung va nhém nguoi dung
e —Truy cip User & Authentication > User Definition dé tao tai khoan cho tirng thanh vién nhém

kinh doanh.
e —Truy cap User & Authentication > User Groups, tao nhém IT_VPN_REMOTE_ACCESS_GROUP

va thém user vao nhédm nay.

[ FortiGate-VM64-KVM i — > @+ L2~ (L admin-
@ Dashboard # Edit  mClone @ Delete Search Q
% Net
_ Name & Type + Two-factor Authentication & Groups = Status + Ref. ¢
Sy Pr::\: & guest & LOCAL (] £ Guest-group @ Enabled 1
VPN
, User & Authentication
User Definition
User Groups
Guest Management
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens -4
System
urity Fabric
& Report
F:=RATINET v7.00 (1]
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FortiGate-VM64-KVM 2 admin -
Dashbeard

Network

Policy & Objects

Security Profiles

/DN

User & Authenticati Remote TACACS+ User

Remote LDAP User

FSSO

FortiNAC User

User Definition
SISO

Guest Management
LDAP Servers

RADIUS Servers
Authentication Settings
FortiTokens 4
System

Security Fabric

Log & Report

F::RTINET <Back Next Cancel

Forti 6 >> @- L2~ R admin-~
Dashboard Users/Groups Creation Wizard

Network <

) . P| @ Login Credentials
Policy & Objects

Security Profiles Username  levietkhoa_it

VPN Password ~ esese

User & Authentication
User Definition

User uroups

Guest Management
LDAP Servers

RADIUS Servers
Authentication Settings

FortiTokens 4

£ System

ecurity Fat

L [og & Report

F::RTINET T <Back Next Cancel
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FortiGate-VM64-KVM >> @+ A2~ (Q admin-
Dashboard Users/Groups Creation Wizard

Network

} @ Extra Info

s & Objects
Security Profiles User Account Status [ NSENEVE @ Disabled
VPN Group v J

User & Authentication

User Definition

user Groups

Guest Management

LDAP Servers

RADIUS Servers

Authentication Settings

FortiTokens &
System

Security Fabric

Log & Report

Cancel

F=-RTINET 0 < Back

FortiGate-VM64-KVM = > ©- AL2- § admin~

Dashboard Edit

Network

Search Q

Name Two-factor Authentication Groups % Status % Ref. &

Policy & Objects
Guest-group @ Enabled
@ Enabled
@ Enabled
@ Enabled

@ Enabled

& suest & LOCAL
& levanluyen_hr & LOCAL
& levietkhoa_it & LOCAL
& nguyenvana_it & LOCAL

Security Profiles
VPN
User & Authentication

User Definition

0O 0O 0 0 0
© o o o »

& tranthib_sales & LOCAL

User Groups

Guest Management

LDAP Servers

RADIUS Servers

Authentication Settings

FortiTokens N
System

Security Fabric

L [og& Report

192.168.1.97/ng/user/local (5]
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FortiGate-VM64-KVM
Dashboard

Network

Policy & Objects
Security Profiles

/DN

User & Authentication
User Definition

User Groups

Guest Management

LDAP Servers

RADIUS Servers
Authentication Settings
FortiTokens

System

Security Fabric

Log & Report

F::RTINET

ortiGate-VMé4-KVM

Dashboard
Network
Policy & Objects
Security Profiles
VPN

A User & Authentication
Ilear Nafinition
User Groups
Guest Management
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens

System

$ Security Fabric

Log & Report

F=-RTINET

Group Name &

Guest-group Firewall

550_Guest_Users

New User Group

Search

Name IT_VPN_REMQOTE_ACCESS_GROUP

Type
Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO}
Guest

Members + ‘

Group Type =

B Fortinet Single Sign-On (FS50)

47

> 0
Q
Members ¢
& guest 0
1
> @~
Select Entries x
+ Gete
& USER(5)
Local (5)
& guest &

& levanluyen_hr

& tranthib_sales

Close

Cancel

a2 -

Ref. <

z admin




Bwéc 2: CAu hinh SSL-VPN Portal
e —Truy cip VPN > SSL-VPN Portals. Portal xac dinh pham vi truy cap c@a ngudi dung sau khi dang

nhap SSL-VPN.

e —Chinh slra portal full-access san cé hodc tao méi néu can.

e —Pam bado Tunnel Mode dugc bat, cho phép ngudi dung truy cdp toan bé mang ndi bd qua
VPN.

[@ FortiGate VM64-KVM = > @- L2+ L admin-
@ Dashboard [l | +Create New P Edit | @ Delete Search Q

b Network

B Policy & Objects

Name + Tunnel Mode ¥ Web Mode =

full-access @ Enabled © Enabled

& Securitv Profiles
a]

VPN
Lveriay Controller VPN
IPsec Tunnels
IPsec Wizard
IPsec Tunnel Template
SSL-VPN Portals
SSL-VPN Settings
SSL-VPN Clients
VPN Location Map ¢
User & Authentication
System
Security Fabric
M Log & Report

F:RATINET ¥7.0.0 [1]
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Bwéc 3: CAu hinh SSL-VPN Settings
e —Truy cap VPN > SSL-VPN Settings.

e —Listen on Interface(s): Chon giao dién WAN (vi du: wan1).
e —Listen on Port: Cong mac dinh 443, c6 thé déi thanh 10443 néu bi chiém dung.
e —Trong Authentication/Portal Mapping, nhan Create New:

o —User Group: Chon Sales_VPN_Group.

o —Portal: Chon full-access.

o —Nhan OK dé lwu ciu hinh

FortiGate-VM64-KVM = >> @+ A2~ (L admin-
Dashboard SSL-VPN Settings
(e itional Information
Policy & Obj SSL-VPN settings are not fully configured @ APl Preview
Security Profiles L
>_ Editin CLI
VPN Connection Settings @
Overlay Controller VPN Listen on Interface(s) [® WAN (port3) x L1 SSLVPN Setup Guides
IPsec Tunnels + W e
|Psec Wizard Listen on Port 10443 & Web Mode for Remote User ('
IPsec Tunnel Template . R A e 7]
Web mode access will be listening at & Full Tunnel for Remote User (2
SS1-VPN Portals https://21.2.41:10443 & Split Tunnel for Remote User ('
& Tunnel Mode Host Check (2
SSL-VPN Settings .
Redirect HTTP to SSL-VPN (B .
SSL-VPN Clients & Multi-Realm &'
Restrict Access PR ifn Bl =l Limit access to specific hosts ) a
VPN Location Map “d g -4
L Idle Logout © & Certificate Authentication ('
S et Inactive For 300 Seconds & LDAP-Integrated Certificate Authentication (£
S : - & FortiToken Mobile Push Authentication &'
- Server Certificate 9 self-sign v & RADIUS on FortiAuthenticator '
< Security Fabric & RADIUS and FortiToken Mobile Push on FortiAuthenticator '
You are using a default built-in certificate, which will not be & Local User Password Policy (2 ) )
able to verify your server's domain name (your users will see & RADIUS Password Renew on FortiAuthenticator (2
awarning). Let's Encrypt can be used to easily generate a & LDAP User Password Renew
trusted certificate if you do not have one. To do this simply VPN Setup on
import a new local certificate and select type "Automated”. & Configuring an SSL VPN Connection

& Troubleshooting (&

Click here to learn more

Require Client Certificate (B ® Document:

& OnlineHelp &
Tunnel Mode Client Settings @ WM Video Tutorials ('

Address Range NGB [WEESTQEGL (Sl Specify custom IP ranges ®
=t cath e ot ate/7.0.0/.. /559546 Loty

ecurity Rating Issues
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FortiGate-VM64-KVM
Dashboard

Network

Policy & Objects
Secudily Profiles

VPN

Overlay Controller VPN
IPsec Tunnels

IPsec Wizard

IPsec Tunnel Template

SSL-VPN Settings
SSL-VPN Clients

VPN Location Map

User & Authenti
System
Security Fabric

Log & Report

F=-RTINET

=3 FortiGate-VMé4-KVM
Dashboard
Network
Policy & Objec
Scouninr Profiles

2 VPN
Overlay Controller VPN
IPsec Tunnels
IPsec Wizard
IPsec Tunnel Template
Q&I A/DN Dartale
SSL-VPN Settings

SV Gl

VPN Location Map
User & Authenti
System
Security Fabric

Log & Report

F--RTINET

SSL-VPN Settings

> O~ L2~

1 admin ~

Require Client Certificate (B

Tunnel Mode Client Settings &

Address Range

You are using a default built-in certificate, which will not be
able to verify your server's domain name (your users will see
awarning). Let's Encrypt can be used to easily generate a
trusted certificate if you do not have one. To do this simply
import a new local certificate and select type "Automated”.

Click here to learn more

BT WEEST-QEGL (sl Specify custom IP ranges

Tunnel users will receive IPs in the range of 10.212.134.200 -
10.212.134.210

DNS Server
Specify WINS Servers (B

Same as client system DNS [R]al=le13%

Authentication/Portal Mapping €@

Users/Groups &

All Other Users/Groups

t  WDelete

4 Send SSL-VPN Configuration

Portal ¢

Not Set

SSL-VPN Settings

New Authentication/Portal Mapping

Users/Groups

Portal

2 IT_VPN_REMOTE_ACCESS_GRO! %
+

‘ full-access - ‘

Require Client Certificate

Tunnel Mede Client Setling%
Address Range I

DNS Server I
Specify WINS Servers (B

Authentication/Portal Mapﬂ

Users/Group:

All Other Users/Groups
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@ APIPreview =

> EditinCLI

SSL VPN Setup Guides

& Web Mode for Remote User '

& Full Tunnel for Remote User 2
& Split Tunnel for Remote User (2
& Tunnel Mode Host Check &

& Multi-Realm &

& Certificate Authentication &'

LDAP-Integrated Certificate Authentication 5 o
& FortiToken Mobile Push Authentication ' 4
& RADIUS on FortiAuthenticator ' B
& RADIUS and FortiToken Mobile Push on FortiAuthenticator &'
&
a

Ly

Local User Password Policy (2
RADIUS Password Renew on FortiAuthenticator ('
& LDAP User Password Renew [

& Configuring an SSL VPN Connection ('

& Troubleshooting ('

® Documenta

& OnlineHelp &
X Video Tutorials ('

0 [
Show Dismissed (B

ecurity Rating Issues

- 8- ‘ admin ~
Select Entries. x
Q Search
B USER(5)

Local (5)
& guest

& levanluyen_hr
& levietkhoa_it

& nguyenvana_it
& tranthib_sales
B USER GROUP (2)

L@y

+ Create

Cancel

T_VPN_REMOTE_ACCESS_GROUP 4

Close




Buéc 4: Tao Firewall Policy cho két néi VPN
e —Truy cap Policy & Objects > Firewall Policy - Create New.

e —Dién thong tin:
o —Name: Allow_SSLVPN_to_LAN
o - Incoming Interface: ssl.root (giao dién ao cho SSL-VPN)
o —Outgoing Interface: lan (mang ndi bo)
o —Source: Chon nhém Sales_VPN_Group va déi tugng all
o —Destination: Chon LAN_Network (dai dién mang ndi bd)
o —Service: ALL (hodc gidi han theo dich vu can thiét)

o —Action: ACCEPT

o — NAT: OFF
[ levietkhoa = > @~ L2~ 1 admin ¥
@ Dashboard New Policy
% Netwark Additional Information
» . -
& Policy & Objects Name @ Allow_SS5LVPN_to_LAN @ API Preview
Firewall Policy xdll  Incoming Interface (@ SSL-VPN tunnel interface (ssl.roor «
1Pv4 DoS Policy Outgoing Interface [® LAN10 (port2) v ® Documentation
. Source =all x & OnlineHelp @
) & IT_VPN_REMOTE_ACCESS_GRO! % W Video Tutorials ('
Internet Service + ¢ Consolidated Policy Configuration (2
Database
X Destination 2 port2 address x
Services +
Schedules Schedule @ always
Virtual IPs Service I ALL x
IP Pools *
Protocol Options Action L cesdl @ DENY
Traffic Shapi *
rarnc Shapin;
LIS Inspection Mode REETEECN Proxy-based [ |
Security Profiles
VPN Firewall / Network Options
User & Authentication NAT e )
System Protocol Options default - &
& Security Fabric
4l Log & Report Security Profiles
AntiVirus @
Web Filter @
DNS Filter (@ ]
Application Control (B
IPS (e ]
File Filter [® ]

e — Conce

Bude 5: Két ndi tir phia ngudi ding
e — Ngudi dung tai va cai dit FortiClient VPN (phién ban mién phi ddp &‘ng nhu cau co ban).

e —Trong FortiClient, tao két n6i md&i vdi cac thdng tin:
o —Nhép dia chi IP cong cdng cla FortiGate.

o —Diang nhap bang tén ngudi dung va mat khau d3 cap.
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Thanh phan Vai trod

User & Group Xdc dinh nguoi dung duoc phép truy cap VPN
Portal Quy dinh quyén truy cap sau khi két néi
SSL-VPN Settings C3u hinh céng, giao dién, mapping user
Firewall Policy Cho phép ludng SSL-VPN dén mang LAN
FortiClient Ung dung phia nguoi dung dé két ndi VPN

Két qud: Nhdn vién co thé truy cGp bdo mét vao mang céng ty tir moi noi qua két néi SSL-VPN déd ma
hda.

6.2 Cau hinh IPsec VPN (Site-to-Site)

Tinh huéng thuwc té: Thiét 1ap két ndi bdo mat gilra tru s& chinh (Site A) va chi nhanh (Site B) qua
Internet. IPsec VPN la gidi phdp hiéu qua giup hai site truyén dit liéu an toan qua kénh ma hoa.

Cach don gian nhat dé ciu hinh IPsec VPN trén FortiGate |a dung VPN Wizard, dam bo thong sé ky

thudt déng nhat & ca hai dau két ndi.

12.6.5.X/30
21.2.4.X/30

A

(1 11
T T 1]
L L U

P Fortinet_SITE_A

.254

192.168.111.X/24 192.168.222.X/24

:

(etno
— 1]
P END_SITE_A —
> END_SITE B
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Cac buéce thuce hién (ap dung cho ca hai FortiGate)
Bwdrc 1: Tai Site A

e —Truy cap VPN > IPsec Wizard.

e —Name:to_Site_B

— Template Type: Chon Site to Site

— Remote Device Type: Chon FortiGate - nhan Next

e —Remote IP Address: Nhap IP Public clia FortiGate tai Site B

e —Outgoing Interface: Chon interface két ndi Internet (vi du: wani)

e —Pre-shared Key: Nhap mat khau manh (ghi lai € dung cho Site B) > nhan Next
e —Local Interface: Chon interface LAN

e —Local Subnets: Thwong duoc FortiGate tw dong phat hién

e —Remote Subnets: Nhap dai mang LAN cla Site B > nhan Next

e —Kiém tra lai tdm tat cdu hinh = nhan Create

[@ FortiGate-VM64-KVM >> @+ O2- L admin-

Dashboard bl VPN Creation Wizard

Network

y Policy & Objects
Security Profiles Name SiteA_To_SiteB ISite to Site - FortiGate
VPN Template type Hub-and-Spoke = Remote Access = Custom

Overlay Controller VPN NAT configuration No NAT between sites

This site is behind NAT
The remote site is behind NAT

IPsec Wizard Remote device type JEmY=tnen 0%

IPsec Tunnel Template il

Internet
1P

This FortiGate Remote FortiGate

SSL-VPN Portals

SSI-VPN Settings
SSLVPN Clients <Back Next > Cancel

VPN Location Map %
User & Authentication

System

$& Security Fabric

sl | og & Report

F:ATINET
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FortiGate-VM64-KVM >> @+ 02+ L admin-
Dashboard VPN Creation Wizard
Network
@ Authentication

Policy & Objects
Security Profiles Remote device Dynamic DNS Site to Site - FortiGate
VPN Remote IP address 12.6.5.1
Overlay Controller VPN Outgoing Interface [® WAN_SITE_A (port3) -
IPsec Tunnels Authentication method BETSSESLEH Signature Internet /

2 Pre-shared key lekhoa @
LR 0T This FortiGate Remote FortiGate
IPsec Tunnel Template
SSL-VPN Portals

<Back Next > Cancel

SSLVPN Clients
VPN Location Map ¢

User & Authenti
Systt
Security Fabric

Log & Report

F--RTINET

n
v

- @~ L2~ ‘admin'

Dashboard VPN Creation Wizard
Network
! Pnlicv &R !
Policy & Objects
Security Profiles Local interface [® LAN_SITE_A (port2) x ite to Site - FortiGate
+
VPN
Local subnets 192.168.111.0/24
Overlay Controller VPN
\ [+] Internet
. . Remote Subnets 192.168.222.0/24
Jrezelizd [+] This FortiGate Remote FortiGate

IPsec lunnel lemplate

Internet Access @ @ Share Local = Use Remote
SSL-VPN Portals

SSL-VPN Settings
SSL-VPN Clients <Back Next > Cancel
VPN Location Map &
User & Authentication
System

ecurity Fabric

L Log & Report

F::RATINET
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Budc 2: Tai Site B

e —Thuc hién tuong tu, nhuwng ddo nguoc thong tin:

e —Remote IP Address: Nhap IP Public cla Site A

e —Pre-shared Key: S& dung dung key d3 tao bén Site A

e — Remote Subnets: Nhap dai mang LAN cla Site A
Sau khi hoan thanh cdu hinh & c hai site, IPsec tunnel s& ty dong khdi tao. Kiém tra trang thai két néi tai
Monitor > IPsec Monitor. Néu trang thai hién thj Up (mau xanh), hai site da két nSi thanh cdng. Toan bd

Iwu lwong gitra hai mang LAN s& di qua dudng hdm VPN dugc m3 hda.

Lwu y: Khi bat géi tin truyén giira hai site bang Wireshark, di liéu d3 dwgc m3 héa hoan toan dam bao

bao mat thong tin.

# Capturing from - - o X
File FEdit View Go Capture Analyze Statistics  Telephony  Wireless Tools  Help
L) RNEIQAReasEF S| =QQ T

L i | Expression...  +
No. Time Source Destination Protocol Length Info ~
] 97 32.e42260 12.6.5.1 21.2.4.1 ESP 150 ESP (SPI=0xafea5@@c)

1 98 33.844522 21.2.4.1 12.6.5.1 ESP 150 ESP (SPI=0x4dBeéfce)

1 99 33.845265 12.6.5.1 21.2.4.1 ESP 150 ESP (SPI=0xafea5@@c)

1 108 34.047235 21.2.4.1 12.6.5.1 ESP 150 ESP (SPI=0x4dBeéfce)

} 191 34.048114 12.6.5.1 21.2.4.1 ESP 150 ESP (SPI=oxafea5@ec)

Best Practices (Khuyén nghi ciu hinh an toan)
e —Pre-shared Key manh: S dung chudi dai, két hop chit hoa, chit thudng, s6 va ky tuw dic biét.

e — Ma héa va xac thwc manh: O Phase 1 va Phase 2, chon AES256 + SHA256 dé tdi wu hda bao
mat.
e —Bat Dead Peer Detection (DPD): Tinh ndng nay giup FortiGate ty ddng phat hién khi dau bén

kia bi ngat, tv tai két ndi nhanh chéng, duy tri tinh lién tuc ctia VPN.

7. Quan ly, Logging va X ly sy co

7.1 Logging va Reporting

FortiGate tao ra lugng I&n dit liéu log phuc vu cho cdng tac gidam sat, phan tich va dam bdo an ninh hé
thdng. D& quan tri hiéu qud, ching ta can ndm rd quy trinh truy cap, phan loai va st dung cac log nay
theo dung chuan Fortinet.

Cac buée truy cap log
Budc 1: Truy cap muc Log & Report trén giao dién quan tri FortiGate.

Buwdc 2: Kiém tra Forward Traffic — day la loai log thudng xuyén st dung dé theo ddi céc phién (session)

duoc phép hodc bj tir chéi béi céc Firewall Policy.
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Restbed S| & |© AddFiter
Network
Date/Time ¥ Source Device Destination Application Name Result Policy ID
30 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 KN 23.66.33.52 (ocsp.digicert.com) v 536B/170kB PORTZ_LAN_TO_PORT3!
44 seconds ago 192.168.10.2 28 DESKTOP-VFNFEA4 5 142.250.197.195 (0.pki.goog) PORTZ_LAN_TO_PORT3!
44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 [ 57.155.120.218 (www.clarity.ms) PORT2_LAN_TO_PORT3_!
44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotoietnamyn) PORT2_LAN_TO_PORT3!
Securitv Fabric 44 seconds ago 192.168.10.2 == DESKTOP-VFNFEA4 S5 104.16.79.73 (static.cloudflareinsights.com) PORT2_LAN_TO_PORT3'
LosEReport 44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotovietnamyn) PORT2_LAN_TQ_PORT3_!
Fonward Trafc 44 seconds ago 192.168.10.2 =8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotovietnamyn) PORT2_LAN_TO_PORT3.'
L”'_’“‘ N 44 seconds ago 192168102 38 DESKTOP-VFNFEA4 ES 104.20.42.91 (vphotovietnamyn) PORTZ_LAN_TO_PORT3_
Sniffer Traffc 44 seconds ago 192.168.10.2 28 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotovietnamyn) PORTZ_LAN_TO_PORT3!
EVET‘LS 44 seconds ago 192.168.10.2 =8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotovietnamyn) PORT2_LAN_TO_PORT3_!
:Z:)Vm:; 44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotoietnamyn) PORTZ_LAN_TO_PORT3 .
st 44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotoxietnamyn) PORT2_LAN_TO_PORT5_
TR 44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotovietnamyn) PORT2_LAN_TQ_PORT3_!
File Filter 44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 150.171.28.10 (c.bing.com) PORT2_LAN_TQ_PORT3_!
Application Control 44 seconds ago 192.168.10.2 5% DESKTOP-VFNFEA4 E5 204.79.197.203 (oneocsp.microsoft.com) PORTZ_LAN_TO_PORT3
T D et 44 seconds ago 192.168.10.2 38 DESKTOP-VFNFEA4 5 13.107.246.73 (c.clarity.ms) PORTZ_LAN_TO_PORT3!
Anomaly 44 seconds ago 192.168.10.2 =8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotovietnamyn) PORT2_LAN_TO_PORT3_!
Log Settings 44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 142.250.198.232 (www.googletagmanager.com) PORT2_LAN_TO_PORT3_!
Threat Weight 44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 [l 23.66.33.52 (ocsp.digicert.com) PORT2_LAN_TO_PORT3!
44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotovietnamyn) PORT2_LAN_TO_PORT3_!
44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 04.20.42.91 (vphotovietnamyn) PORT2_LAN_TQ_PORT3!
44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 104.20.42.91 (vphotovietnamyn) PORT2_LAN_TO_PORT3_!
44 seconds ago 192.168.10.2 %8 DESKTOP-VFNFEA4 5 104.20.42.1 (vphotovietnamyn) PORTZ_LAN_TO_PORT3!
44 seconds ago 192.168.10.2 28 DESKTOP-VFNFEA4 5 142.250.198.232 (www.googletagmanager.com) PORTZ_LAN_TO_PORT3!

F:RATINET y 23% €EE}

Budc 3: Theo ddi Security Events — log ghi nhan cdc su kién tir cac Security Profile nhu Web Filter,
AntiVirus, Application Control...

levietkhoa >> @- L2~ R admin-

Dashboard o & © Add Filter ‘ ~ | [ Details

Network

Date/Time User Source Action URL Category Description Initiator Sent / Received
Policy & Objects

‘ . 16 minutes ago 192.168.10.2 blocked https://dantri.comvn/ 202B/0B
Security Profiles

VPN 16 minutes ago 192.168.10.2 blocked https://dantri.comvn/ 202B/0B

User & Authentication 16 minutes ago 192.168.10.2 blocked https://dantri.comvn/ 202B/0B

System

ecurity Fabric
Log & Report
Forward Iraffic
Local Traffic
Sniffer Traffic
Events -¢
AntiVirus
Web Filter
SSL
DNS Query
File Filter
Application Control

Intrusion Prevention

Anomaly

Log Settings
Threat Weight

F=-RTINET (3]
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Budc 4: Sir dung Local Reports — FortiGate hd tro tao bao cdo co ban truc ti€p trén thiét bj. Ching ta
truy cap Log & Report > Reports dé xem cac bdo cdo phuc vu céng tac quan trj.

> @~ Aa2- 8 admin-~

2| & [o AddFilter || @~ O Detal

sl >
% Network >
B Policy & Objects & Date/Time Q Source Device Destination Application Name Sent / Received
& Security Profiles >
>
& Authentication >
>
ity Fabric >
L1 Log & Report v
Forward Traffic
Local Traffic o
Sniffer Traffic
Events
AntiVirus
Web Filter
SSL
DNS Query No results
File Filter
Applic n Control
Intrusion Prevention
Anomaly
Log Settings
Threat Weight
FERTINET V700 0]

Ghi chu néang cao
Khi phét sinh nhu cau logging hodc phan tich chuyén sau, ching ta nén trién khai cac giai phap sau:

e —FortiAnalyzer: Thiét bj hodc may do chuyén dung dé luwu trit, phan tich va téng hop log tap
trung tlr nhiéu thiét bj FortiGate.
e —FortiCloud: Dich vu lwu trit va phan tich log trén nén tang dam may, phu hop cho viéc lwu trir
log dai han va quan ly tap trung nhiéu site.
Lwu y ky thudt: St dung FortiAnalyzer hodc FortiCloud gitip néng cao ndng lwc gidm sdt bdo mat, phdt
hién som cdc méi de doa va téi wu héa quy trinh bdo cdo ciing nhw quén tri hé théng mang.
7.2 Traffic Shaping
DE kiém soat bang théng (Bandwidth) va t8i wu tai nguyén mang, ching ta st dung tinh nang Traffic
Shaping trén FortiGate. Cac budc ciu hinh co ban can tuan tha nhuv sau:

Buwdrc 1: Truy cap Feature Visibility va kich hoat tinh nang Traffic Shaping.
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= >> @- A2~ % admin-
Feature Visibility
{ (@ Explicit Proxy [+] J { (3 Email Collection [+] J
Changes @
[cr‘wler‘wlter ] [ de ] No changes
[ © Intrusion Prevention ] [ D ICAP ]
&Authen . [ © Video Filter ] [ @ Implicit Firewall Policies ]
System [ @ Web Application Firewall ] [ O Load Balance ]
Administrators
[ © Web Filter ] [ P Local In Policy ]
Admin Profiles
Firmware [ (O Zero Trust Network Access ] [ (@ Local Out Routing ]
Settings
e [ (@ Multicast Policy ]
HA
SNMP [ O Multiple Interface Policies ]
Replacement Messages [ O Policy Advanced Options ] |
FortiGu: &
[ @ Policy Disclaimer ] -
[ © SD-WAN Interface ]
[ @ Policy-based IPsec VPN ]
[ @ Replacement Message Groups ]
[ D SSLVPN Personal Bookmark ]
[ D SSL-VPN Realms ]
[ @ Threat Weight Tracking ]
I ‘ @ Traffic Shaping ‘I
‘ @ VolP ‘
[ (OB Wireless Open Security ]
FATINET

Budc 2: Vao Policy & Objects > Traffic Shapers dé tao mdi policy quan ly bang théng, vi du:

gioihan_bangthong.

@ Dashboard Traffic Shaping Policies
o Notwanrk

Traffic Shaping Profiles

Search Q

Guaranteed Bandwidth + Max Bandwidth = Bandwidth Utilization Dropped Bytes = Priority Ref.
B Shared @

guarantee-100kbps 100.00 kbps 105 Gbps High 0
ity 105 Gbps Obps High 0
low-priority 105 Gbps Obps Low 0
medium-priority 105 Gbps Obps Medium 0
shared-1M-pipe 1.02 Mbps 0bps High 0
IP Pools
Protocol Options
Traffic Shaping
¢
Fi:ATINET (5
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Budc 3: Thiét 1ap cic théng s Max/Min (Guaranteed) Bandwidth, don vj tinh 13 kbps.

Traffic Shaping

Security Profiles

FRTINET

New Traffic Shaper

Type Per IP Shaper

Name | gioihan_bangthong

Quality of Service

Traffic priority Medium v
Bandwidth unit kbps v
Maximum bandwidth @0 | 20 kbps
Guaranteed bandwidth @© kbps

DSCP e ]

JAdditional Information

@ AP Preview

(@ Docum

& OnlineHelp &
W Video Tutorials ('

tion

Cancel

Buwdc 4: Gan policy vira tao vao interface outgoing (vi du: port 3).

Traffic Shapers Traffic Shaping Policies

+ Create New

Search

Name Source

p 1

0 Security Rating Issues

raffic Shaping Profiles

Destination To Action
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Shared Shaper Reverse Shaper Per-IP Shaper

Service

©@- A2+ & admin-

Schedule Status

© | Updated: 18:10:14 &




@ Dashboard
b Network

B Policy & Objects

Firewall Policy

IPv4 Do$ Policy

Schedules
Virtual IPs
IP Pools
Traffic Shaping
Security Profiles
8 VPN
& Authentic

System

X Security Fabric

Log & Report

FIATINET

New Traffic Shaping Policy

Name

Status

[+]ZEEY © Disabled

Comments | Write acomment.

If Traffic Matches:

Source Sal
Destination 2al

Schedule (B

Service AL

Application @ +
URL Category +

Then:
Action

Outgoinginterface | # WAN (port3)
Shared shaper

Per-IPshaper (B

bangthong_gioihar|

#0/255

YN E Assign Shaping Class 1D

x
+

© giothan_bangthong -
Reverseshaper @ | gioihan_bangthong -

tional Information

@ AP| Preview

K@ Docume

& OnlineHelp &
@ Video Tutorials (&'

tation

Cancel

Budc 5: Tai Dashboard > Network, quan sét Ivu lugng infoutbound dé dam bao khéng vuot qud gidi

han d3 thiét lap.

a
Dashboard
Status

Network
Users & Dev
Signalling

&
FortiView Sourct
FortiView Destinations
FortiView Applications
FortiView Web Sites
FortiView P
FortiView Ses:

&
Network
Policy e
Security Profiles
VPN

User & Auther

Sk Security Fab

FIATINET

+ Add Widget

Routes

SD-WAN

SSL-VPN

[l Connected
[ static

No results

No results
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Q

Q

4

bl

IPsec

Name +

No results

Q
-

Remote Gateway *

No results

e
©|Updated: 18:113:24| S~ | @

Bandwidth -
6.0kbps

WAN (port3) Thour~ i~

5.0kbps
4.0kbps
3.0kbps
20kbps
10kbps

Obps

17:20

17:30 17:40 17:50 18:00 18:10

ound O bps




7.3 Sao lwu va Khéi phuc cau hinh

Lwu y ki thuat: Ching ta nén thuc hién sao luu (backup) cu hinh thuéng xuyén, ddc biét trwdc khi tién

hanh thay d6i I&n hodc nang cap firmware dé dam bao an toan dit liéu.

Cac budc sao luu (Backup)
Buwdc 1: Trén giao dién FortiGate, nhap vao tén tai khoan Administrator & goc trén bén phai, chon

Configuration > Backup.

Buwdc 2: Luu file cdu hinh dinh dang .conf vao vi tri an toan ngoai thiét bi.

Budc 3: C6 thé chon m3 hda file backup bang mat khau dé ting cwong bdo mat.

FRTINET

+ Add Widget

System Information i

Licenses @ i

Virtual Machine FortiGate Cloud

FortiGate VM64-KVM
v7.0.0build0066 (GA)

BSten :

i~
Hostname levietkhoa © FortiCare Support A FGVMEV License of M ID Configuration 'I
7| "D Restore
Number FGVMEVRI_6LTSCES © Firmware & General Updates Allocated vCPUs 1/1 = o & Change Password
SRS i= Revisions
om v7.0.0build0066 (GA) © Ips & Logout
&, Scripts
NAT Allocated RAM 2GIB/2GIB
© poine
System Time
° iltering
Uptime
FortiToken 0/0 || AutoScaling © Disabled
WAN IP Unknown
© Unable to connect to FortiGuard servers.
Security Fabric i~ | |Administrators i~ ||cpu 1minutev §~
=) = = i 100%
BEBER x®F @ 1P @ FortiExplorer | |
admin super_adrmin 75% +
@ 50%
an
[ levietkhoa 25%
16:27:27 1627:38 16:27:45 16:28:00 T6:28:11
Current usage 0,
A Security Fabric Connection is disabled. Current usage 15%
Memory 1minute~ §~ Sessions 1minutev §+
100% 50
75% “ Y
30 £
50% {
0 g ———r—
25% 1ot ] |
0% 0
16:27:27 16:27:38 16:27:49 16:28:00 16:28:11 16:27:27 1627:33
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16:27:43 16:27:49 16:27:55

16:26:05 16:28:11 16:28:17



Cac buéce khoi phuc (Restore)

Buwdrc 1: Truy cap cung vi tri backup, chon Restore.

Budrc 2: Upload file .conf da luu trude do.

Buwdc 3: Thiét bi s& khai dong lai va ap dung cau hinh d3 khéi phuc.

Khuyén nghi: Luén duy tri it nhdt mét ban backup cdu hinh ngodi thiét bj (off-device) dé phong trurdng

hop sw c6 hodc 16i phén cirng, dém bédo khé ndng phuc hdi nhanh chdng.

@ Dashboard
Status

Security

Network

+ Add Widget

System Information i

Licenses® i

> @~ L2~

Virtual Machine [All | FortiGate Cloud

Hostname levietkhoa © FortiCare Support A FGVMEV License st [ Configuration
*D Restore
r FGVMEVRI_6LTSCES © Firmware & General Updates Allocated vCPUs 1/1 —_— & Change Password
V70,0 build0066 (GA) © s £ Logout
X, scripts
NAT ) Allocated RAM 2GiB/2GiB
A ° e
- System Time
FortiView D © Web Filtering
- : Uptime
FortiView Applic: FortiToken 0/0 AutoScaling € Disabled
FortiView Web § AN TR Unknown
@ Unable to connect to FortiGuard servers.
FortiView Pol
FortiView Sess Security Fabric i- ||Administrators i- ||cpu 1 minute~
i £ = i 100%
= = = HTTP (@ FortiExplorer
Pw— XEBEEx@F O™O
= admin super_admin 75%
@ 50%
s
& levietkhoa %
162652 16:2503 162514 162925 162936
A Security Fabric Connection s disabled. Currentusage 9%
Memory 1minutev ¥~ | Sessions 1minute™
100%
50 A
75% I\
40 f
A
50% 30 yo N
o / \_—
25% g N Ny  —— __/
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FIRTINET

7.4 XUr ly sy ¢ co ban (Basic Troubleshooting)

16:29:30 16:29:36 16:29:42

FortiGate VM84-KVM
V7.0.0 build0066 (GA)

Khi phét sinh sy ¢, ching ta nén tan dung cac cdng cu tich hop san trén FortiGate dé chan doan va xtr ly

kip thoi.

Céng cu h tro
— Policy Lookup

Vao Policy & Objects > Firewall Policy, nhap Source IP, Destination IP, port, protocol dé xac dinh traffic

kh&p vai Firewall Policy nao. Day la buéc dau giup xac dinh nguyén nhan sy c6 truy cap.

62



etkhoa

@ Da rd
& Networ

& Policy & Objects
Firewall Policy
|Pv4 DoS
LAN20 (port4) —
WAN (port3) —|
Implicit €

Virtual IPs

IP Po

EATINET 0 Security Rating lssues

+CreateNew | ¢ E

Name

3, Policy & Objects
Firewall Policy
IPv4 DoS Po

Virtual IPs

IP Pools
Protocol Options
Traffic Shaping

Profile:

rity Fabric

Log & Report

F:-RTINET 0 Security Rating Issues

WAN (port3) €@
LAN10 (port2) €@

Source

Q Policy

Ol

Schedule

Palicy Lookup

Incoming Interface
IP Version
Protocol

Protocol Number
Source

Destination

Service

1-255
1P Address
IP Address/FQDN

+ ACCEPT

Security Profiles

Close

63

2 admin-
|G ECRE QY TR By Sequence

@ |Updated: 16:30:58 &

& admin -




— Packet Sniffer
Trén giao dién FortiGate, tinh nang Packet Sniffer (Network > Packet Capture) cho phép chon interface,

ap dung bd loc (host, port...) d& xem lwu lwong thd theo thoi gian thuc, hd trg phan tich sau khi can

thiét.

5. @~ A2~ & admin-

@ Dashboard / Edit Search a
4 Network
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No results
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— CLI Diagnostics

Chung ta s dung CLI Console v&i cac |énh chan doan phd bién nhu:

— diag debug flow: Hién thj chi tiét tirng budc xr ly géi tin, nén st dung kém bd loc dé trdnh qua tai

thong tin.

— execute ping: Kiém tra két ndi co ban véi dich mong mudn.

— get system performance status: Xem nhanh trang thai CPU va bd nhd hé théng.

>> @~ A2~ & admin-
+ AddWidget
5 System Information i~ ||Licenses® Al Virtual Machine (Al | FortiGate Cloud -
& Security Profiles Hostname levietkhoa © FortiCare Support A FGVMEV License Status @ Not Supported
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© Antivins ocate iB/2Gil
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Uptime 00:00:37:31
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© Unable to connect to FortiGuard servers.
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F:RATINET

v7.0.0

Best Practices

— Thiét 1ap lich trinh sao luu dinh ky (hang tudn hodc hang thang) dé dam bao an toan ciu hinh.

— Da&i vai hé théng quan ly nhiéu thiét bi FortiGate, nén sl dung gidi phap logging tap trung nhu

FortiAnalyzer hoic FortiCloud dé t&i wu hda cdng tac quan tri.

— Tai liéu hoa toan bd céc thay d6i cau hinh quan trong va gidi thich ly do thay d&i dé thuan tién cho viéc
theo doi, ban giao hodc ra soat sau nay.
Meo kj thudt: Khi xi ly su ¢6, ching ta nén bat déu tir Policy Lookup, tiép theo st dung Packet Sniffer va

CLI dé phén tich séu hon, gitp tiét kiém thoi gian va ndng cao hiéu qué chén dodn.
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8. Phu luc va Tham khao

Phan nay téng hop cac nguyén tac va kinh nghiém thuec tién, gitp ching ta thiét ké hé théng FortiGate
an toan, dé quan ly va han ché 16i phat sinh trong qua trinh van hanh.

8.1 Best Practices tong hop

Céc nguyén tac va kinh nghiém trién khai dwéi day gitp ching ta xay dung hé théng FortiGate vitng
chac, t8i wu hda quan trj va bao mat.

1. Nguyén tic thiét ké Firewall Policy
e —Dit tén rd rang, nhat quan: S dung tén policy theo chuan Fortinet, vi du:

Allow_Marketing _to_Web, Deny Guest_to_Internal. Cach dat tén nay gilp nhan dién nhanh
chirc ndng va d6i twong 4p dung cla tirng policy.

e —Nguyén tic Least Privilege (Quyén tdi thiéu): Chi cap quyén truy cap thuc sy can thiét cho
tirng ddi twong. Han ché sir dung 'all' trong Source/Destination/Service néu khdng bat budc
nham gidm thiéu rdi ro bdo mat.

e —Tht ty policy:

o — Policy cu thé (Specific Policy) can dat & trén cung.
o —Policy chung, pham vi rong hon (General Policy) dat phia dudi.

e —Mbi policy nén cé mé ta ngdn gon vé muc dich sir dung dé ho tro ra soét, ban giao hoic kiém
tra lai ciu hinh.

e —Khislr dung SNAT (Source NAT, truy cap Internet), can bat NAT trén policy dé€ ddm bao may
tram trong LAN c6 thé truy cp Internet.

e —Khi trién khai DNAT/Port Forwarding (Destination NAT/VIP), tat NAT trén policy dé tranh xung
dot va dam bdo traffic di ddng dén server ndi bd.

2. Quan ly Object

e —Pat tén object ro rang:
o —Address: LAN_Network, WebServer_Internal_IP giup xac dinh nhanh d6i twong dia chi.
o —Service: TCP_8080, CustomApp_UDP_5000 hd trg quan ly dich vu nhat quan.
o —User Group: Sales_VPN_Group thé hién rd nhém ngudi dung va chirc nang.
e —Chi slr dung 'all' cho Source/Destination khi thwc su can thiét: Quy tac nay gitip han ché cac
policy c6 pham vi qud rdng, tang mirc dod kiém soat va bao mat mang.

3. Ghi chit mé hinh trién khai
e —VPN:
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o —SSL VPN: S& dung cho truy cap tir xa (remote access) danh cho nhan vién; can két hop
Firewall Policy va User Group dé kiém soat quyén truy cap.
o —IPsec VPN (Site-to-Site): Ap dung Wizard, cau hinh Pre-shared Key manh, enable Dead
Peer Detection (DPD) dé& tang d6 6n dinh két néi.
— DNAT / VIP: Cho phép truy cip server ndi bo tir Internet (Port Forwarding), cdu hinh VIP
(Virtual IP) diing chuan, tat NAT trén policy.
— Security Profile: Gan cac profile nhu Antivirus, Web Filter, IPS, Application Control, DNS Filter

vao cdc policy phu hop dé nang cao mirc dd bao vé hé théng.

8.2 Cac 16i cau hinh thuong gdp

— Sai thir tv policy: Dat policy chung 1&n trén policy cu thé khién traffic khong dwoc loc ding,
lam giam hiéu qua kiém soat truy cap.

— Khdng bat NAT khi can SNAT: LAN khdng thé truy cap Internet do thiéu cau hinh NAT trén
policy.

— Bat NAT khi dung DNAT/VIP: Traffic khdng di ding server ndi bo, gay 16i truy cap dich vu.

— Str dung 'all' source/destination qua mirc: Tang rdi ro bao mat, kho kiém soat traffic.

— Object trung hodc thi€u: Nhap IP/Port truc ti€p thay vi tao object dan dén khé quan ly, dé
nham Ian va tiém an 16i cau hinh.

— Bé qua backup trwéc thay déi: Nang cap firmware hodc thuc hién thay d6i Idn ma khéng sao
lwu cau hinh dan dé&n nguy co mat dit liéu cau hinh.

— Khéng gan Security Profile: Khdng cau hinh Web Filter, IPS, Antivirus trén policy lam gidm murc

dd bao vé, ting nguy co bi tin cong.

Tém tat

— Quan tri chat ché — ré rang — c6 ghi cha: Gitp hé thdng dé quan ly, thuan tién cho kiém tra va
ban giao.

— Luén sao lwu — kiém tra policy — gan Security Profile: Gidm 16i, tang tinh bdo mat va kha nang
phuc hoi hé théng.

— Tén object va policy nhat quan: Tao tién dé thuan lgi cho viéc mé rdng, bao tri dai han.
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