I. CƠ BẢN – TRUY CẬP & THÔNG TIN HỆ THỐNG
# Đăng nhập CLI
enable
show version
show inventory
show summary
show ap-name <AP_name>
show aps
show ap debug system-status
show clock
show log system
show log security
II. CẤU HÌNH HỆ THỐNG (System Settings)
configure terminal
hostname AP-Lobby
clock timezone ICT 7
ntp server 192.168.1.1
management-vlan 10
ip default-gateway 192.168.10.1
write memory
III. QUẢN LÝ VLAN & GIAO DIỆN MẠNG
interface gigabitethernet 0/0/0
   no shutdown
   switchport mode trunk
   switchport trunk allowed vlan 10,20,30
   exit
show vlan
show interface brief
IV. CẤU HÌNH SSID / WLAN
wlan ssid-profile Office-WiFi
   essid "Office-WiFi"
   opmode wpa2-aes
   wpa-passphrase MySecurePass123
   vlan 10
   max-authentication-failures 3
   exit

wlan virtual-ap Office-WiFi-VAP
   ssid-profile Office-WiFi
   vlan 10
   type employee
   exit

show wlan ssid
show wlan virtual-ap
V. RADIUS / AAA / BẢO MẬT XÁC THỰC
aaa authentication-server radius RADIUS1
   host 192.168.10.5
   key MySharedSecret
   exit

aaa profile Corp-AAA
   authentication-server radius RADIUS1
   initial-role authenticated
   exit

show aaa authentication
show aaa radius statistics
VI. ROLE & POLICY (Access Control)
user-role employee
   access-rule allowall
   vlan 10
   exit

user-role guest
   access-rule denyall
   captive-portal-profile GuestPortal
   vlan 20
   exit

show rights
show user-role
VII. MESH, RAP, TUNNEL
ap-name Mesh01
   mesh-role mesh-point
   mesh-cluster-name CampusMesh
   mesh-cluster-key MeshSecret123
   exit

ap-name RAP01
   remote-ap enable
   controller-ip 203.113.10.10
   exit

show ap mesh topology
show ap remote
VIII. MONITORING & KIỂM TRA KẾT NỐI
ping 8.8.8.8
ping 192.168.1.1 source vlan 10
traceroute 8.8.8.8
show ap association
show clients
show station-table
show ap debug radio-stats
IX. RADIO & RF OPTIMIZATION
rf arm-profile default
   min-tx-power 6
   max-tx-power 18
   band-steering-mode prefer-5ghz
   exit

show ap arm rf-summary
show ap radio
show ap debug radio-stats
X. BẢO MẬT & IDS/IPS
ids general-profile default
   protect-ssid enable
   ap-detect enable
   exit

show ids summary
show wips rogue-ap
show wips rogue-sta
XI. SAO LƯU, KHỞI ĐỘNG & CẬP NHẬT
copy running-config tftp tftp://192.168.1.100/ap_backup.cfg
copy flash: tftp://192.168.1.100/ap_image_backup
reload
show image version
upgrade-image tftp tftp://192.168.1.100/aruba_ap_image.img
XII. LỆNH NÂNG CAO & DEBUG
show datapath session table
show datapath stats
show ap debug counters
show ap debug system-status
debug user <MAC>
debug wlan auth
show tech-support
XIII. CLI TRÊN ARUBA INSTANT (IAP)
show running-config
show uptime
show ap debug cloud
show log wireless
show ap debug capwap
XIV. CLI TRÊN ARUBA CONTROLLER (ARUBAOS)
show ap database
show ap active
show ap config
ap reboot ap-name <name>
show user-table
 
