TỔNG HỢP LỆNH ARUBAOS-CX (CƠ BẢN → NÂNG CAO)
I. LỆNH CƠ BẢN & QUẢN TRỊ HỆ THỐNG

enable
configure terminal
hostname SW-Core01
clock timezone ICT 7
clock set 12:30:00 2025-11-04
show version
show system
show interface brief
show running-config
show startup-config
copy running-config startup-config
copy running-config tftp tftp://192.168.1.10/config.cfg
erase startup-config
reload
II. CẤU HÌNH VLAN & IP INTERFACE
vlan 10
   name "User"
   exit
vlan 20
   name "Server"
   exit
interface vlan 10
   ip address 192.168.10.1/24
interface vlan 20
   ip address 192.168.20.1/24
ip default-gateway 192.168.1.1
show vlan
III. INTERFACE / TRUNK / LAG (LACP)
interface 1/1/1
   description "Uplink to Core"
   no shutdown
   vlan trunk allowed 10,20,30
   vlan trunk native 10
   spanning-tree bpdu-guard
   exit
interface lag 1
   no shutdown
   lacp mode active
   vlan trunk allowed all
   exit
interface 1/1/1-1/1/2
   lag 1
show interfaces status
show lacp interfaces
IV. SPANNING TREE (STP / RSTP)
spanning-tree mode rstp
spanning-tree priority 4096
spanning-tree vlan 10-20 root primary
show spanning-tree
V. ROUTING (STATIC, OSPF, VRF)
ip routing
ip route 0.0.0.0/0 192.168.1.1
show ip route

router ospf 1
   router-id 1.1.1.1
   area 0
      interface vlan 10
      interface vlan 20
show ospf neighbor
show ospf interface

VI. EIGRP & BGP (AOS-CX hỗ trợ qua VRF & Service)
router bgp 65001
   router-id 10.1.1.1
   neighbor 10.1.1.2 remote-as 65001
   neighbor 10.1.1.2 update-source loopback0
   network 10.10.10.0/24
   exit
show bgp summary
show bgp neighbors

VII. BẢO MẬT PORT & ACCESS
interface 1/1/3
   shutdown
   exit

interface 1/1/4
   no shutdown
   port-access security
   port-access max-allowed 2
   port-access sticky
   port-access violation-action shutdown
show port-access clients
VIII. DHCP RELAY, SNOOPING
interface vlan 10
   ip helper-address 192.168.1.5
dhcpv4-snooping
dhcpv4-snooping vlan 10,20
interface 1/1/24
   dhcpv4-snooping trust
show dhcpv4-snooping statistics
IX. QoS – QUALITY OF SERVICE
qos trust dscp
interface 1/1/1
   qos trust cos
qos schedule-profile strict-priority
show qos queue
X. ACL – ACCESS CONTROL LIST
acl ipv4 BLOCK_HTTP
   10 deny tcp any any eq 80
   20 permit ip any any
   exit
interface vlan 10
   apply access-group BLOCK_HTTP in
show access-list
XI. SNMP, SYSLOG, NTP, AAA
snmp-server community public ro
snmp-server community private rw
logging 192.168.1.100
logging facility local7
ntp server 192.168.1.1
ntp enable
aaa authentication login default local
username admin password <your_password> role admin
show management
XII. VSX (Virtual Switching Extension)
Dùng cho switch core Aruba 6400, 8320, 8400
vsx
   system-mac 00:00:5e:00:01:01
   inter-switch-link lag 1
   keepalive peer 10.0.0.2 source 10.0.0.1 vrf default
   role primary
   exit
show vsx status
XIII. CHẨN ĐOÁN & MONITORING
show interface counters
show interface errors
show logging
show tech
ping 8.8.8.8 vrf default 
traceroute 8.8.8.8


