I. LỆNH CƠ BẢN – KIỂM TRA & QUẢN LÝ
enable
show version
show inventory
show ap summary
show ap name <AP_Name>
show interface summary
show ip interface brief
show running-config
show startup-config
copy running-config startup-config
reload
II. CẤU HÌNH HỆ THỐNG CƠ BẢN
configure terminal
hostname AP-Lobby
clock timezone ICT 7
clock set 12:00:00 4 NOV 2025
service password-encryption
banner motd ^C Authorized Access Only ^C
III. CẤU HÌNH MẠNG & VLAN
(áp dụng cho AP EWC hoặc AP Standalone)
interface GigabitEthernet0
 description Uplink to Switch
 switchport mode trunk
 switchport trunk allowed vlan 10,20,30
 no shutdown
exit

interface vlan 10
 ip address 192.168.10.2 255.255.255.0
 no shutdown
ip default-gateway 192.168.10.1

show vlan brief
show interface trunk
IV. CẤU HÌNH SSID / WLAN (EWC hoặc WLC CLI)
wlan Office-WiFi 1 Office-WiFi
 client vlan 10
 security wpa psk set-key ascii 0 MySecurePass123
 no shutdown
exit

wlan Guest 2 Guest
 client vlan 20
 security web-auth
 no shutdown
exit

show wlan summary
show wlan id 1
V. AAA / RADIUS / TACACS
aaa new-model
radius server RADIUS1
 address ipv4 192.168.1.10 auth-port 1812 acct-port 1813
 key MyRadiusKey
exit

aaa group server radius RADIUS-GROUP
 server name RADIUS1
exit

aaa authentication dot1x default group RADIUS-GROUP
show radius statistics
VI. CAPWAP / JOIN CONTROLLER
(áp dụng cho Lightweight AP)
capwap ap hostname AP-Lobby
capwap ap ip address 192.168.10.2 255.255.255.0
capwap ap ip default-gateway 192.168.10.1
capwap ap primary-base WLC1 192.168.10.10
capwap ap controller ip address 192.168.10.10
capwap ap restart
show capwap client config
show capwap client rcb
VII. RADIO & RF CONFIGURATION
show ap name <AP_Name> config general
show ap name <AP_Name> dot11 5ghz summary
show ap name <AP_Name> dot11 24ghz summary

ap name <AP_Name>
  dot11 5ghz
    channel 149
    power 3
  dot11 24ghz
    channel 6
    power 2
exit

show ap auto-rf 802.11a summary
show ap auto-rf 802.11b summary
VIII. QoS / WMM / CLIENT MANAGEMENT
wlan Office-WiFi
 qos trust dscp
 qos policy voice optimize
 exit

show client summary
show client detail <mac-address>
clear client <mac-address>
IX. ACL / POLICY
ip access-list extended BLOCK_HTTP
 deny tcp any any eq 80
 permit ip any any
exit

wlan Office-WiFi
 ipv4 acl BLOCK_HTTP in
exit
show access-lists
X. MONITORING & DEBUG
show logging
show logging | include error
show controllers dot11Radio 0
show controllers dot11Radio 1
debug capwap events enable
debug capwap errors enable
debug dot11 mgmt enable
debug client <mac-address>
XI. TROUBLESHOOTING
ping 8.8.8.8
ping 192.168.10.1 source vlan 10
traceroute 8.8.8.8
show ip route
show arp
show tech-support
XII. SOFTWARE & IMAGE MANAGEMENT
show version
show flash:
dir flash:
archive download-sw /overwrite /reload tftp://192.168.1.10/ap_image.bin
copy running-config tftp tftp://192.168.1.10/ap_backup.cfg
copy flash: tftp://192.168.1.10/ap_log.txt
XIII. EWC (Embedded Wireless Controller – C9800 Series trên C9000)
show wireless management trustpoint
show wireless management interface
show wireless summary
show ap summary
show wlan summary
show wireless client summary
show wireless client mac-address <MAC>
show wireless mobility summary
show wireless profile policy all
XIV. HIGH AVAILABILITY (HA / SSO / REDUNDANCY)
redundancy
 mode sso
 main-cpu
  standby console enable
exit
show redundancy summary
show redundancy state
XV. LỆNH DEBUG & CHẨN ĐOÁN NÂNG CAO
debug dot11 trace print enable
debug dot11 error enable
debug client events enable
debug dhcp message enable
debug capwap events enable
debug mobility handoff enables
XVI. KIỂM TRA HIỆU NĂNG RADIO
show ap dot11 5ghz summary
show ap dot11 24ghz summary
show ap auto-rf dot11 5ghz
show ap channel
show ap power
XVII. KHỞI ĐỘNG & RESET
write erase
delete flash:vlan.dat
reload
capwap ap factory-reset

